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Foreword by the Director
General of the ZICTA
The importance of Digital Financial Services (DFS) in our country cannot be
over emphasised as it is evident from the wide adoption observed over the last
few years. While the majority of our citizens rely on DFS such as mobile money
mainly for money transfer, DFS have had a significant impact on driving financial
inclusion which has more extensive benefits on socio-economic development.
As a regulator responsible for overseeing the operations of providers of the
technology platforms on which DFS operate, we are pleased to note the far
reaching benefits that mobile money has been able to deliver. These benefits
cut across people of different ages, regional localities, gender classifications
and socio-economic status among other groupings. It is therefore important to
continue nurturing the development of DFS in the country in order to sustain
these benefits.

Pethel Phiri
Acting Director General

The Zambia Information and Communications Technology Authority (ZICTA)
recognises that it has only but a share of the responsibility to sustain the
adoption of DFS in the country. As a key consideration, DFS are primarily
regulated by the Central Bank which is responsible for the licensing and
oversight of all financial services in the country. However, DFS are provided
over telecommunication platforms whose oversight is provided by the ZICTA.

There are also a number of other Agencies that complement the efforts of the
Bank of Zambia in ensuring that DFS are provided effectively and consumer
interests are safe guarded. In order to ensure that the different actors in ZICTA
is pleased to be associated with the development of such a framework that addresses a long standing gap in the DFS
ecosystem.
We are grateful for the support of the various stakeholders that supported the development of the DFS Collaborative
framework. Particularly, we wish to express our gratitude to the Rural Finance Expansion Programme (RUFEP) for the
financial and technical support provided in the development of the framework. We are also grateful for the important
role played by the Bank of Zambia in the development of the framework. The development of the framework also
received a lot of peer review from a number of actors in the ecosystem who included consumers drawn across the
country as well as entities that form part of the DFS ecosystem. The Authority will continue to leverage on these
engagements with various actors to ensure that it discharges its mandate effectively in supporting the growth and
development of DFS in the country.
The development of the DFS Collaborative Framework is not an end in itself but a call to action for the entire
ecosystem to provide its contributions to the development of DFS in the country. The Authority would like to appeal
to all the entities that have been identified as part of the ecosystem to continue with their efforts in driving the growth
and development of DFS in the country. As the landscape for DFS continues to evolve, the ecosystem must not only
remain open to these developments but also be willing to on-board other stakeholders that may have a role to play in
the effective operations of the DFS.
We look forward to a more coordinated ecosystem that supports innovation and growth of DFS in the country.
Pethel Phiri
Acting Director General
ZICTA
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Foreword by the Governor
of the Bank of Zambia

Technology Authority (ZICTA) and other key stakeholders involved in the DFS ecosystem. This is also intended to
consolidate the gains that have been made in the promotion of Digital Financial Services and improve the regulatory
environment in Zambia that fosters innovation. As a practical towards attainment of the aforesaid objectives, the Bank,
ZICTA, and other key stakeholders have come up with a collaborative framework for the effective oversight of DFS in
Zambia.

To further the achievement of its mandate, the Bank of Zambia (the Bank),
under its 2020 - 2023 Strategic Plan, made a conscious decision to concentrate
on two focus areas, namely, Financial Stability and Financial Inclusion. Under
the Financial Inclusion pillar, the Bank continues to leverage DFS to increase
uptake of formal financial services.
An inclusive and well-functioning financial system enables access to a broad
range of affordable financial services to micro, small and medium enterprises,
as well as households of all income levels and demographics. This in turn
contributes to the attainment of the Sustainable Development Goals (SDGs) by
reducing poverty and inequality through increased resilience to financial shocks,
access to credit, investment, job creation and productivity.
The Bank has undertaken a number of initiatives to scale up access, usage, and
quality of Digital Financial Services. These initiatives include implementation
of an interoperable National Financial Switch (NFS); introduction of a tiered
and simplified due diligence arrangement for mobile money users; prohibition
of unwarranted fees and charges; capping of fees and charges for electronic
transactions and merchant discount rates; reduction of fees on the Real Time
Denny H Kalyalya (Dr)
Gross Settlements (RTGS) transactions; increased balance and transaction
Governor Bank of Zambia
limits for electronic money transactions; enabling forcibly displaced persons
(refugees) to use mobile payments, conducting annual sensitisation campaigns on
the use of Digital Financial Services, and issuance of directives on establishing
complaints handling and resolution mechanisms for the entities supervised and regulated by the Bank.

To support digitalisation of financial services, improve domestic revenue collection, address illicit financial flows, and
deepen financial inclusion, the Bank and other stakeholders are supporting the Government in leveraging the use of
technology for payments. Digitisation of payments to the Treasury Single Account (TSA) is a case in point. Other
efforts underway, include the development of a National Payment Systems Vision and Strategy for 2023 to 2027 as well
as the issuance of cybersecurity guidelines for the financial sector to address such concerns as cyber fraud.
In conclusion, this Collaborative Framework has enabled the key stakeholders in the ecosystem to clearly identify and
articulate their respective roles. It is expected that this will result in better coordination, deepened financial inclusion,
enhanced consumer protection, and sustained financial system stability in Zambia.
The Bank wishes to thank all those who contributed to the establishment of the Collaborative Framework for the
oversight of DFS in Zambia.
Denny H Kalyalya (Dr)
Governor
BoZ

The objective of financial inclusion in Zambia, as outlined in the National Financial Inclusion Strategy 2017 – 2022, is
to achieve universal access and usage of a broad range of quality and affordable financial services that meet the needs
of both individuals and enterprises. The services include credit, payments, savings, and insurance. In this context, the
Finscope Survey of 2020, attributes the financial inclusion increase of 10.1 percentage points to 69.4% from 59.3% in
2015 mainly to mobile money. It should also be noted in the wake of the COVID-19 pandemic digital payment options
were instrumental in facilitating trade and commerce.
In April 2021, the Bank, in a bid to enhance the enabling environment for innovative financial services, issued guidelines
on Regulatory Sandbox. The Regulatory Sandbox is a framework to allow small scale-testing of new innovative financial
products and services. The guidelines are aimed at encouraging innovation in the financial sector and consequently
promoting the adoption of DFS and scaling up of financial inclusion. The Guidelines, therefore, apply to any person
whether already holding a regulatory license or a prospective applicant seeking to subject a novel product or service to
be evaluated by the market for acceptability.
Given the growing use of Information and Communication Technologies (ICTs) to provide financial services and
the convergence of telecommunications and provision of financial services being fostered by rapid advancement in
technology, collaboration among key stakeholders to assure safety and promote efficiency in the provision of DFS
can hardly be overemphasised. To this end, the Bank has partnered with the Zambia Information and Communications
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Preface

Executive Summary

The evolution of Zambia’s digital finance ecosystem has been characterized
by innovation preceding regulation. This has aided greater and faster financial
inclusion. However, it has thrown up a myriad of risk that threaten the
sustainable growth of Digital Financial Services (DFS). Reported cases of
DFS crimes and fraud in Zambia to law enforcement agencies and regulators
have revealed existing gaps in the regulation of DFSs to ensure consumer
safety and protection. Adjustments in legislative, regulatory and institutional
arrangements that could mitigate these risks have lagged behind while security
risks have increased exponentially.
As the delivery of DFS is premised on partnerships that cut across sectors,
existing regulatory arrangements are not effective enough to deal with the
emerging risks. Key regulators and enforcement agencies draw their mandates
from disparate legislation with limited convergence on DFS, leading to serious
gaps in customer recourse.

Micheal Mbulo
Project Coordinator

Now that the body of knowledge about the risks of DFS has increased it is
critical that a collaborative framework is developed to delineate roles, allocate
responsibility and clarify the rules of play in the ecosystem. The framework
should enable interoperability at risk management level, support use of common
databases, reconcile know-your-customer data to the national identification
system and deepen information sharing and dissemination.

ZICTA, in collaboration with BoZ and with financial and technical support from the Rural Finance Expansion Program
(RUFEP), engaged key stakeholders to develop a collaborative framework aimed at harmonizing legal, regulatory and
institutional arrangements in the oversight of DFS in Zambia. Lessons were drawn from regional and international
frameworks to bench-mark best practice. The development of this Collaborative Framework on the Oversight of Digital
Financial Services in Zambia, is a milestone towards ensuring the harmonization of regulation of DFS in Zambia.

There are a number of benefits associated with increased adoption and usage of Digital Financial Services (DFS).
These benefits range from increased financial inclusion, efficient delivery of financial services, opportunities for growth
among service providers as well as the broader economy, poverty reduction and lessening of income inequalities among
others. Zambia has observed an exponential growth in the uptake and intensity of usage of DFS over the last few
years. The Finscope 2020 Survey findings indicated that financial inclusion increased to 69.4 percent from 59.3 percent
in 2015. Consistent with this, the volume of mobile money transactions in 2021 reached 834 million compared to 62
million transactions in 2015. Further, the estimated value of transactions in 2021 was ZMW169 billion compared to
2.1 billion in 2015.
A critical limitation to the development of the DFS ecosystem as well as its sustainability, is the limited coordination
among the various agencies involved in its oversight. The Bank of Zambia (BoZ) is responsible for the regulation of most
financial services in the country including DFS. However, the nature of DFS which are provided over telecommunication
platforms and the challenges associated with the use of the services requires that other agencies complement the role
of the BoZ. For instance, the ZICTA complements the BoZ in the oversight of the infrastructure that the services are
provided on as well as issues related to network security and reliability among other extensions. The Competition and
Consumer Protection Commission (CCPC) also complements the Bank’s efforts in managing competition and consumer
welfare related matters. Other Agencies such as the Zambia Police (ZP) have the responsibility of preventing and
detecting criminal offences on digital platforms while development partners like the Rural Finance Expansion Program
(RUFEP) promote the development of an enabling environment that supports increased access to and usage of DFS.
In view of the foregoing, it is expected that the absence of a coordination framework among the different stakeholders
would lead to overlaps or duplication of efforts, inefficient use of resources, ineffective consumer redress systems
and some aspects of oversight being neglected among other challenges. Following an extensive engagement with
various actors in the DFS ecosystem as well as a diverse pool of end users of the services drawn from across the
country, a number of challenges and opportunities relating to the oversight of DFS has been identified. In addition,
a benchmarking of various regional markets as well as literature on recommended international good practices for
the oversight of DFS were reviewed to establish an effective framework for Zambia. These efforts culminated into the
development of the following collaborative framework for the oversight of DFS in Zambia.

RUFEP, through the Strategic Partnerships Component partnered with Policy Makers, Regulators and a number of
key financial sector players to forge a conducive policy, legislation and regulatory environment and create an efficient
financial infrastructure as a prerequisite for increased access to sustainable financial services by Zambians, especially,
for the rural poor. RUFEP is glad that its strategic partnership with ZICTA has yielded a Collaborative Framework
that brings together key stakeholders for the common good of expanding financial inclusion. RUFEP is hopeful that
this framework will contribute to the revision of financial sector policies, legislation, regulations and institutional
arrangements to support the growth of the DFS sub-sector.
Legal, regulatory and institutional frameworks change very slowly, especially in the face of digital technological
innovation. As evidence-driven policy making drives legal, regulatory and institutional changes, the envisaged
collaborative framework is designed to be the pre-cursor to the required changes to spur the growth of the DFS
ecosystem. Critical adjustments in the legal, regulatory and institutional frameworks are needed to mitigate risks
associated with the consumption of DFS, enhance the quality of DFS and to strengthen consumer protection. The
expansion of the frontiers of financial inclusion to the rural poor and often, illiterate populations, makes an efficient and
effective collaborative framework an imperative. Enhanced customer service quality, safety, convenience and affordability
of DFS can increase consumer confidence, popularize uptake of digital financial services significantly and spur growth
in the subsector.

Steering Committee
Ministry of Finance, Ministry of
Technology and Science, Bank of
Zambia and ZICTA

Technical Committee
Chair—Bank of Zambia

TWG One
Consumer Safety
and Security
Chair—ZICTA
Vice Chair—Zambia Police

TWG Two
Consumer Awareness and
Protection
Chair—Bank of Zambia
Vice Chair—CCPC

TWG Three
Infrastructure and Platforms
Chair—ZICTA
Vice Chair—PAYZ

TWG Four
Policy and Regulation
Chair—Bank of Zambia
Vice Chair—UNCDF

Micheal Mbulo
Project Coordinator
RUFEP
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1.0. Introduction
There is extensive evidence to support the important role of Digital Financial Services (DFS), enabled by technological
innovation in the financial sector (Fin-Techs), in driving economic growth and fostering reductions in poverty1. The
onset of the COVID-19 pandemic did not only accelerate the adoption of DFS but also reinforced the importance of
financial technology as a convenient, secure and low cost financial tool for citizens and Governments. The widespread
adoption and usage of DFS such as mobile money across the world were reported in the 2021 Global System for Mobile
Communications Association (GSMA) State of Industry Report. The report outlined that the number of registered
mobile money accounts was estimated at 1.21 billion accounts in 2020 with an average of $2 billion processed daily. This
represented a significant growth rate from 2015 when the number of registered mobile money accounts was reported
at 411 million and an average of $33 million was processed daily. The report further highlighted that there were 548
million registered accounts in Sub-Saharan Africa (SSA) of which 159 million were active. These accounts generated
27.4 billion transactions with an associated value of $490 billion in 2020.
A similar trend has been observed in Zambia with at least 69 percent of the adult population owning a DFS account
in 2019 from an estimated 44 percent in 2018. The volume of mobile money transactions in 2021 reached 834 million
while the value of the transactions was ZMW169 billion. This represented a six fold increment from an estimated
volume of 116 million transactions and a value of ZMW7.3 billion in 2017 2. The increased adoption and utilization of
DFS has also had a positive impact on the overall financial inclusion rate of the country. Specifically, Zambia’s financial
inclusion rate increased from 59.3 percent in 2015 to 69.4 percent in 2020 signifying a 10.1 percentage point increment.
Mobile money adoption, which grew from 14.0 percent of the total population to 58.5 percent during the same reference
period, had the largest impact on the financial inclusion outcome3. This outturn is expected to have a positive effect on
financial flows and economic growth thereby reducing poverty as well as welfare inequalities in the country.

Consequently, a collaborative framework is necessary to enhance coordination, refine institutional roles, eliminate
duplications and facilitate the attainment of efficient DFS outcomes. The rationale is that when there is enhanced
coordination, roles are clear and overlaps are minimized. The flow of information among regulators becomes seamless,
expertise are appropriately applied and the DFS ecosystem ultimately becomes more efficient and beneficial to all
stakeholders.
Based on the foregoing, ZICTA and BoZ in partnership with RUFEP, have co-operated to develop this Collaborative
Framework for the oversight of DFS in Zambia. The collaborative framework is expected to provide a clear structure
of coordination amongst key players in the DFS ecosystem. This will ensure clarity in the institutional roles for each
of the stakeholders and identify of areas of collaboration as well as develop a mechanism for such cooperation. It will
define what information needs to be shared for ease of responding to DFS challenges. The framework will also improve
the efficiency of resource application as activities across multiple regulators will be coordinated. Overall, the framework
is expected to have a meaningful impact on consumer welfare and efficient service delivery.
It is cardinal that the functioning of a collaborative framework ensures that the various interests and challenges
experienced by participants in the ecosystem are adequately addressed. To ensure comprehensive representation, a
mapping of key stakeholders in the DFS value chain in Zambia was undertaken to form the basis of the consultation
process for the development of the collaborative framework. In addition, focus group discussions were conducted
in various localities to identify any unique demand side challenges associated with the existence of multiple DFS
regulators. Finally, an assessment of the global good practices in the oversight of DFS was also undertaken to inform
the development of a localized collaborative framework.

A conducive and predictable regulatory environment is essential to ensuring that market players provide services
efficiently and that consumer welfare is enhanced and preserved. On account of the cross-cutting nature of DFS, a
single regulator is unable to provide sufficient oversight of the subsector. This is partly due to the fact that the legislative
mandate to regulate DFS is shared across multiple regulators. Some of the regulators in the DFS ecosystem include
the Zambia Information and Communications Technology Authority (ZICTA) which regulates telecommunication
networks; the Bank of Zambia (BoZ) which provides oversight of the provision of most financial services including
DFS and the Competition and Consumer Protection Commission (CCPC) which ensures market competition, consumer
awareness and consumer protection. Additionally, other financial services such as securities and insurance products
provided on digital platforms are regulated by other agencies. However, these roles are not as straightforward as this
listing might suggest. For instance, the role of consumer protection in the use of DFS can rightly fall under ZICTA
as it endeavors to protect consumers using digital platforms. Similarly, the BOZ is mandated to protect consumers of
financial products while CCPC equally has the role to ensure all consumers are protected.
On the other hand, law enforcement agencies such as the Zambia Police Service (ZP), the Drug Enforcement Commission
(DEC) and the Financial Intelligence Center (FIC) whose role is to protect consumers from any criminal financial
activities conducted on digital platforms add another aspect of oversight in the DFS ecosystem. Consequently, a lack
of coordination in the DFS oversight ecosystem leads to various challenges that have the potential to compromise the
market descipline. Notably, the cost of providing oversight is likely to be higher if oversight activities are replicated.
Certain roles may not be adequately performed due to the lack of clarity on institutional mandate. It is also difficult
for regulators to leverage on each other’s institutional strength when addressing identified challenges when the work
independently. Furthermore, there is a possibility of regulators undertaking conflicting actions and taking inconsistent
positions on issues related to DFS4. All these challenges are likely to lead to inefficient outcomes for the entire ecosystem
which includes consumers, providers, regulators and other stakeholders.

1 Omar, M.A., Inaba, K. Does financial inclusion reduce poverty and income inequality in developing countries? A panel data analysis.
Economic Structures 9, 37 (2020). https://doi.org/10.1186/s40008-020-00214-4
2 Bank of Zambia payment systems statistics
3 2020 Finscope Survey Topline Findings
4 GSMA (2018) Mobile Money Policy and Regulatory Handbook
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2.0. Overview of the DFS Oversight
Framework in Zambia
The DFS ecosystem in Zambia consists of regulators, service providers, users and providers of various support services.
The figure below provides a general overview of the DFS ecosystem:
Figure 1: The DFS Ecosystem

Regulatory Areas
• Financial Regulator
• ICT Regulator
• Consumer Protection
• Data Protection

There are several government agencies that are involved in the regulation of DFS in Zambia. Notably, the primary
regulator of DFS is the BoZ which regulates most of the financial services in the country. There are also two other
regulators in the sector namely; the Pensions and Insurance Authority (PIA) which regulates insurance services and
the Securities and Exchange Commissions (SEC) which oversees capital markets. The provision of financial services on
digital platforms ranges from banking services, merchant services, insurance services and investment market services
among others thereby requiring multiple oversight by the aforesaid institutions.
ZICTA is responsible for the regulation of Information and Communication Technologies (ICTs), the platforms on
which DFS are provided. Other agencies such as the CCPC as well as the internal security agencies among others play
a fundamental role in the efficient delivery of DFS in the country. Although not harmonized under one framework, the
various agencies draw their oversight mandate from various pieces of legislation. Table 1 below highlights some of the
key institutions working within the ecosystem to provide oversight on the operations of DFS in Zambia.
Table 1: Key Stakeholders in the DFS ecosystem
Institution

DFS Providers
• Banks
• Non-Financial Institutions
• Payment Service Providers
(PSPs)

Digital Financial Services
• Transaction Account
• Payment services
• Investment services
• Loans

BoZ

Legislation

• Zambian Constitution
• Bank of Zambia Act (1996)
• National Payment Systems Act of
2007
• Banking and Financial Services Act
of 2017

Legal mandate

• License and regulates FSPs
• Regulation and oversight of
payment systems

Users
• Consumers
• Merchants
• Governments
• Businesses
Use Cases
• Storing Funds
• Buying
• Paying bills
• Borrowing
• Saving
• Insuring assets and risk
• Remittances

DFS Providers Support Services
• Agents
• Processors
• Aggregators

ZICTA
Source: ITU-T (2016). The Digital Financial Services Ecosystem.
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• ICT Act No. 15 of 2009
• Cyber Security and Cyber Crimes
Act No. 2 of 2021
• Electronic Communications and
Transactions Act No. 4 of 2021
• Postal Services Act No. 22 of 2009

• Licensing
• Monitoring QOS
• Universal Access- enhancing
provision of ICTs.
• Network security
• Regulation of Cyber Audits for all
stakeholders classified as Critical
Information Infrastructure (CII)
• Formulation and enforcement of
Cyber Security Standards, Controls
and Risk Assessment frameworks
for CII

4

Main Role in DFS ecosystem
• Approval of products and services –
safety and integrity of platforms for
consumers.
• Ongoing monitoring and
supervision.
• Exit procedures
• Designate entities to operate
e-money businesses
• Consumer Protection
• Oversight of compliance to
applicable customer complaints
Directives
• Oversight of agents and agency
networks specific to DFS
• Maintenance of the safety and
soundness of the DFS financial
system and ensuring market
efficiency
• Promotion of Financial Inclusion
through DFS
• Supporting innovation in the DFS
market
• Overseeing the regulatory sandbox
for market players

• Consumer protection
• Short code and Mobile Number
allocation
• Quality of Network
• Ensuring efficient functioning of
the Cyber Audit ( Vulnerability
Assessment, Penetration Testing
and Risk Assessment) Regulation of
CII
• KYC registration and database
administration.
• Provide overall Cyber Incident
Response Coordination when a
threat affects a CII
• Cyber Security Incident reporting
and response coordination

Digital Financial Services

Competition
and Consumer
Protection
Commission
(CCPC)

• Competition and Consumer
Protection Act No. 24 for 2010

Pension Insurance
Authority
(PIA)

• Insurance Act No 38 of 2021
• Pension Scheme Regulation Act

Zambia Police
(ZP)

Ministry
of Science,
Technology
and Innovation
– Office of the
Data Protection
Commissioner

Financial
Intelligence
Center (FIC)

Drug Enforcement
Commission
(DEC)

Securities
and Exchange
Commission (SEC)

• Zambia Police Service Act
• Cyber Security and Cyber Crimes
Act No. 2 of 2021
• The Penal Code

• Data Protection Act

• Financial Intelligence Center Act
No. 46 of 2010 as amended

• Narcotic Drug and Psychotropic
Substances Act No. 35 of 2021
• Prohibition and Prevention of
Money Laundering Act No. 14 of
2001

• Securities Act No.41 of 2016

• Consumer Protection
• Mergers and acquisitions of service
providers
• Competition regulation- Unfair
trading practices
• Anti –competitive practices

• Regulation of insurance and
pension fund institutions

• Enforce law against all forms of
crime
• Maintain peace and order

• Rights of Data subjects
• Register data controllers
• License data auditors

• Analysis of suspicious financial
transactions
• Disseminate reports to law
enforcement agencies on suspected
money laundering, terrorist
financing and proliferation
financing cases

• Investigate and prevent money
laundering activities

• Oversight of capital market
• Protection of investors

• Consumer awareness and
sensitization activities on DFS
• Conduct investigations on DFS
related issues
• Educate consumers on their rights.
• Promote competition
• Approve insurance products on DFS
platforms
• Oversight of digital insurance
products.
• Investigate cyber crimes
• Prosecute DFS related crimes
• Public awareness and crime
prevention
• DFS consumer protection policy
development
• Overseeing and coordination of
Telecoms and technology licensing
frameworks
• Setting of technical standards
related to technology usage in
Zambia
• Dissemination of national
technology strategy to the public
and key stakeholders
• Coordination of technology
infrastructure availability for DFS
and to support financial inclusion.
• AML/CFT supervision of DFS
service providers
• Detection of suspicious
transactions on DFS platforms
• Development of currency threshold
reports (STRs and CTRs) on DFS
platforms
• DFS may play role in the
investigation of money laundering
activities.
• Collaborative investigations with
the FIC on Money Laundering and
drug related activities occurring on
DFS platforms
• Regulation of capital market
activities occurring on DFS
platforms
• Ensure adequate controls are in
place for adequate fraud and money
laundering prevention.
• To uphold securities related
consumer protection

As evidenced from the foregoing mapping of entities, the BoZ, through the National Payment Systems Act, is mandated
to designate, monitor and supervise e-money or Payment Service Platforms (PSPs) such as mobile money. However, the
nature of the services as well as limitations in the regulatory mandate of the BoZ has necessitated the participation of
other agencies in the oversight of DFS as earlier outlined. Additionally, the legal mandates of these institutions as in
the table above indicate that several other agencies play a complementary role in ensuring the efficient operations and
development of DFS.
There are also a number of non-state actors that play a complementary role in the development and functioning of DFS
such as RUFEP, United Nations Capital Development Fund (UNCDF), Financial Sector Deepening Zambia (FSDZ),
Bankers Association of Zambia (BAZ) and Payments Association of Zambia (PAYZ). The institutional mandate for
most of these institutions centers on promoting financial access and inclusion amongst various societal groupings.
For instance, RUFEP promotes access to, and increased usage of financial services of the rural poor by supporting the
development of new financial products and services, digital platforms, alternative distribution channels, financial and
digital literacy and stimulating consumer awareness and protection. Similarly, UNCDF and FSDZ have contributed
significantly to increasing responsible and safe adoption of DFS in rural areas through various consumer awareness
activities among other related initiatives.
Given the current enhancements in DFS and the nature of oversights in the ecosystem, coordination of efforts is
necessary to ensure competitive outcomes and to facilitate effective supervision of the services. The coordination will
promote development of holistic consumer protection policies and guidelines as well as ensure that service providers are
not over burdened with onerous compliance requirements from multiple agencies. The collaboration would also ensure
that institutions provide consistent information to service providers as well as consumers. An efficient complaints
resolution system that ensures that consumer challenges are addressed promptly can equally be achieved through such
coordination.
Based on the mapping of the Agencies involved in the oversight of DFS in Zambia, the key observed overlaps in the
mandates and possible coordination opportunities are demonstrated in Table 2 below:
Table 2: Identified Overlapping Regulatory Mandates
Mandate
Institution

Consumer
Protection

Consumer
awareness

Cyber Security

Approval of DFS
products

Investigation
of DFS related
crimes

Prosecution of
DFS related
crimes

BOZ
ZICTA
CCPC
PIA
ZP
Office of DPC
FIC
SEC
represents the institutions’ mandate

A certain amount of effort to address the challenge of the overlaps of DFS oversight has been made in the recent
past. For instance, BoZ and ZICTA signed a Memorandum of Understanding (MOU) in 2014 that provided a basis
for information sharing, a platform for joint consumer awareness activities, shared technical expertise and the joint
development of market conduct guidelines among others. The understanding was however not effected due to a delay in
the operationalization of the implementation framework. Additionally, it was limited in that coordination with various
other regulators that provide other technical expertise was missing.
The National Financial Inclusion Strategy (NFIS) (2018-2022) was developed to address the low financial inclusion in
the country and address disparities amongst rural and urban financial inclusion. The implementation of this strategy
made use of coordination amongst stakeholders, development of policies and construction to necessary infrastructure
to address the identified challenges. Building on this strategy, the development of a collaborative framework will ensure
consistent development of policy and regulations focused on promoting efficient oversight of DFS. This will promote
wide adoption of DFS thereby improving financial inclusion beyond the lifespan of the NFIS.
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3.0. Other Existing Challenges in
the DFS Ecosystem
A number of challenges in the DFS ecosystem were identified through engagements with various stakeholders and
users of DFS. Focus group discussions undertaken in various parts of the country with the end-users of DFS as well as
engagements with various actors in the ecosystem provided a comprehensive assessment of the main challenges related
to DFS and its existing regulatory framework. Through these engagements, it was generally established that DFS have
had a significant positive impact on financial access for households and businesses and have improved the incomes of
individuals and households while enhancing the extent and depth of economic activities in the country. On the other
hand, a number of challenges have also emerged with the increased uptake of the services leading to less efficient
market outcomes which are likely to threaten the increase in adoption and usage of DFS.

3.1. Challenges Identified by End-Users
To obtain feedback from end-users, focus group discussions were carried out covering ten rural and nine urban districts
in all the ten provinces of the country. Each focus group discussion had adequate representation of the communities
covering women’s savings, cooperative and farming groups; youth empowerment groups, Famers cooperatives, Zambia
Police, Agencies for Persons with Disabilities (PwD) and mobile money agents, among others. The selection of these
participants was done purposively to ensure that the responses were representative of the entire district and ecosystem
in these localities. Table 3 below provides a summary of some of the main challenges identified by the end users
interviewed in the districts. These challenges were further analyzed to draw opportunities for redress and support
further adoption of DFS in these communities.
Table 3: Summary of Feedback from End- Users
Challenges

Opportunities for addressing existing challenges

High Financial Illiteracy/ Limited customer awareness activities/
limited digital skills

Increase in customer awareness/sensitization activities. Use of local
language and braille in these activities will increase coverage.

Inadequate training of Mobile money agents. There is a lack of
customer service and integrity.

Training of agents that will ensure adherence to data protection and
anti-financial crimes guidelines enabling them to act as customer
awareness agents.

High transaction costs on off-net transfers limiting access.

Reduce transaction costs on off-net transfer and allow for e-cash to
bank transfers.

Lack of a coordinated complaints resolution mechanism.

Development of a harmonised robust complaints resolution
procedures. These procedures should be made known to all players and
end-users.

Absence of toll-free lines amongst stakeholders.

Introduction of a toll-free number amongst financial service providers
and regulators.

Poor network quality/coverage.

Improve network access and quality particularly in rural areas.

Limited access to Service provider offices as they do not have
representation in some districts.

Encourage stakeholders to decentralize their operations to district
level.

The use of DFS is characterized by myths of fake money (counterfeit)
and stolen money.

Increase digital skills of community leaders such as chiefs and
religious leaders who can then teach their community members.

DFS related crimes mostly targeting senior citizens and PWDS.

Training of law enforcers on resolving DFS related crimes

Limited access to cash (float) at booths.

Increase the number of commercial banks, ATMs or banking agents
in rural districts.

Some terminologies on the DFS platforms are unknown to end-users.

Introduce local language options on DFS applications.

Agent booths are scanty. Most are located in the CBD

Expand merchant network and use of alternatives such as schools/
shops/community places as Agents.

DFS do not allow for independent use and easy accessibility by PWDs

Introduction of accessibility standards to make DFS accessible by
PwDs.

Rampant use of preregistered SIM cards by consumers (especially in
rural areas) increasing their vulnerability to DFS fraud

Increase accessibility to SIM card registration platforms for rural
subscribers and curb production, sale and usage of pre-registered Sim
cards

Collaborative Framework

7

Digital Financial Services

The identified opportunities for respective challenges will form part of the scope of work for the collaborative
framework. As can be observed, these challenges cannot be addressed by a single entity as they cut across various
institutional mandates and thus have far reaching implications on the ecosystem if they remain unsolved. Addressing
the demand-side challenges are particularly important as they directly relate to the extent of uptake as well as intensity
of usage of DFS by end-users.

3.2. Challenges Identified by other Stakeholders in the DFS Ecosystem
Specific challenges related to the oversight of DFS were also identified by various stakeholders in the ecosystem. A total
number of 38 stakeholders were identified as key informants and included government ministries and agencies, industry
players, development partners and professional associations among others. A questionnaire was administered to each
respondent and followed up by a key informant interview to get in-depth insights into some of the feedback shared in
the questionnaires. A summary of the findings obtained from other stakeholders in the DFS ecosystem is presented in
Table 4 below. The identified challenges were complemented by an analysis of the potential opportunities that would
emerge from addressing the observed challenges. These opportunities are likewise expected to form part of the scope
of work for the collaborative framework.
Table 4: Summary of Feedback from DFS Stakeholders
Challenges

Opportunities for addressing existing challenges

Limited collaboration amongst DFS oversight institutions as well as
government ministries.

Develop multi-sectorial working groups at various levels; technical,
policy etc.

Poor network quality particularly in remote areas.

Increase network coverage and quality.

No clarity on 'go-to-institution' for lodging DFS related complaints.

Clarity on reporting mechanisms for DFS related fraud.
Implementation of centralized system for lodging and resolution of
DFS related complaints

Low financial and digital literacy.

Coordination on the development of consumer awareness activities.

Low adoption of DFS platforms amongst merchants.

Increase in transparency amongst regulators and service providers.

The first line of contact with regards to DFS fraud is unclear.

Develop knowledge and data sharing platforms.

Increase in DFS related crimes.

Develop law enforcers’ capacity to persecute cybercrimes.

There are gaps and discrepancies in KYC and CDD requirements by
various institutions (BOZ/ FIC/ ZICTA)

Introduction of a national identification data/KYC database.

Lack of harmonization between traditional banking and digital
banking regulation.

Coordinated review of directives by all stakeholders to ensure smooth
operations.

Information requests from various regulators is burdensome on
operators.

Develop a single-point for data collection from licensees

Agents are not trained to provide customers with information on
security and authentication of payments.

Introduction of Agent certification programs and self-assessment
modules

Most of the stakeholders confirmed the absence of coordination amongst regulators and payment service providers as
a key challenge to effective oversight of the sector. The limited coordination was considered a key element that when
absent leads to several other challenges including an uncoordinated complaints resolution procedure, limited technical
capacity amongst agents and law enforcement officers, discrepancies in Know-Your-Customer (KYC) and Consumer
Due Diligence (CDD) requirements and burdensome data requirements from service providers by regulators among
other things.
The consultation also revealed that collaboration amongst identified regulators could further address subsequent
challenges which included low financial and digital literacy through pooling of various technical, human and financial
resources, limited consumer awareness activities by harmonizing various institutional activities; poor reporting
procedures for consumer complaints through development of coordinated procedures amongst stakeholders; as well as
low training of mobile money agents which can be enhanced through joint development of certified training programs.
Based on the highlighted challenges, it is clear that the development of a collaborative framework is necessary to
ensure the efficient provision of DFS in the country while safeguarding consumer interests. There are various benefits
likely to emanate from the establishment of a collaborative framework which include enhanced consumer experience,
amplified confidence and trust in DFS platforms, efficient resource mobilization and a predictable and consistent business
environment for DFS providers among others.
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4.0. Existing International and
Regional Frameworks for collaboration
in Oversight of DFS

Specifically, the ITU-T working group advocated for the development of an operational Memorandum of Understanding
(MOU) between financial regulators and telecom regulators as well as other external parties such as consumer protection
agencies or data protection agencies. Some of the main aspects that need to be included in this understanding include;
i)

Development of a coordination structure; a Steering Committee (SC) and a working group are to be launched
amongst the key regulators. The Steering Committee (SC) will develop strategy and policy for shared DFS related
activities. The working group will serve as a technical working group based on the TORs developed by the Steering Committee (SC). Additionally, each institution will nominate a focal point person who will act as the primary
contact person for regulators in the MOU. Another focal point person will be nominated to act as the primary
contact for other regulators in the ecosystem.

ii) Enhancement of coordination through information sharing; enhancing regulation by sharing information to
the extent that the law allows. This information may include complaints data, supervision outputs, risk assessment
outputs, quality of service trends and enforcement data. The financial regulator is also expected to share information on licensing requirements, liquidity requirements and changing business models. Similarly, the telecom regulator is expected to share information on its licensees, data on network coverage, performance and quality as well
as data on the security of telecommunication networks.
Conditions of disclosure and confidentially of the information should be indicated before sharing.
iii) Additional issues of clarity may include; issues of dispute resolution amongst regulators, distribution of costs of
collaboration and the management of communications to the public can be clarified in the understanding.

4.2. The Communications Regulators’ Association of Southern Africa
The Communications Regulators’ Association of Southern Africa (CRASA) proposed the coordinated regulation of
DFS through the use of an operational MOU. This coordination is to include the telecom regulator, the financial
regulators, competition regulator, financial intelligence, consumer bodies, data protection agencies and relevant Nonfinancial regulators such as insurance regulators. The proposed MOU should highlight various areas of collaboration
amongst the institutions including;
The growing dependence of digital technologies in various sectors has necessitated the need for collaboration amongst
various regulatory bodies. A survey of thirty-six (36) countries carried out by the International Telecommunications
Union (ITU) in 2016 showed that at least 80 percent of these countries have some form of collaboration between
the telecom regulator and the financial services regulator either in form of an MOU (20%) or a task force (33%)
while other telecom regulators coordinate with other organizations such as the Ministry of Finance in a less formal
manner (consultative relationship). Less than 50 percent of the sample also coordinate with other institutions including
the consumer protection authority, revenue collection authority and the microfinance authority. The overall argument
provided for the need of collaboration amongst various regulators if the oversight of DFS is to be effective. This has
approached has been propounded by both the ITU and the Communications Regulators’ Association of Southern Africa
(CRASA).

4.1. International Telecommunications Union
The ITU recommends increased collaboration with various other regulators, if telecom regulators are to achieve
efficiency. Below is an extract from an ITU focus group on DFS that demonstrates the importance of joint regulation of
DFS by showcasing the individual roles and areas of collaboration between financial regulators and telecommunication
regulators.

Share and exchange information that is necessary to facilitate supervision, regulation or monitoring of the DFS
providers;
b) Provide technical expertise in joint onsite examination of DFS providers;
c) Provide technical opinions and comments in the drafting and reviews of legal and regulatory instruments;
d) Conduct consumer redress and market conduct to ensure effective protection of interest of consumers using financial services offered by DFS providers;
e) Liaise in public sensitization on financial services or payment system services offered by DFS providers; Share and
exchange information on capacity building in the areas of finance of DFS providers;
f) Dissemination of public information relating to DFS providers;
g) Implement government strategies or policies relating to enhancing financial services through information and
communication technology;
h) Enforcement of information and communication technology laws that relate to financial services offered by DFS
providers; and
i) Conduct consumer awareness and education on the rights and obligations of consumers and regulated DFS providers.

Telecom Regulator

Financial Regulator
AML+KYC
Settlement
Payment Licenses
Micro loans
Deposit Insurance

a)

Open access
Dispute resolution
Pricing
Competition
Consumer protection

Costs
Network Integrity
QoS
Sim registration

Source: ITU Regulatory Issues for Consumer Protection in Digital Financial Services (2016)
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4.3. Lessons from the Oversight of DFS in Kenya

4.4. Lessons on the Oversight of DFS in Tanzania

The regulation of Digital Financial services in Kenya falls primarily under the authority of the country’s Central Bank,
the Central Bank of Kenya (CBK). Based on the National Payments Systems Act and Regulation (2014), the CBK is
mandated to provide oversight of DFS with its functions spanning from the issuance of licenses for Payment Service
Platforms (PSPs), development of data reporting requirements for PSPs, development and implementation of antimoney laundering measures to ensuring the safety and efficiency of platforms. Despite its wide range of directives, the
Central Bank does regularly coordinate its regulatory activities with various other regulators. The most significant of
these include the;

The Central Bank of Tanzania, the Bank of Tanzania (BoT), is the essential regulator of Digital Financial Services in
Tanzania. Similar to Zambia, its legal mandate over DFS is provided for by Bank of Tanzania Act (2006), the National
Payment Systems Act (2015) along with the Electronic Payment Schemes Guidelines (2015). These legislations enable
the Central Bank to license, supervise, approve DFS products as well as develop regulatory measures that protect
financial stability and end-user. The BOT, like many Central Banks, coordinates its regulatory activities with other
regulatory institutions including;

i)

Communications Authority of Kenya (CA); the ICT regulator provides guidelines for the operation of electronic
communications and implementation of cybersecurity measures in the country.
ii) Capital Markets Authority (CMA); Issues capital market licensees and protects the interests of investors. CMA
also play a key role in the prevention of anti-money laundering and terrorism financing activities.
iii) Competition Authority of Kenya (CAK); provides guidelines for anti-competitive practices and investigates as
well as prosecutes any such practices. The authority also provides directives for consumer protection and promotes
consumers welfare5.
Currently, the CBK has a Memorandum of Understanding (MOU) with the Competition Authority and significant
working relationships with the other key regulators. There are several areas of regulation on which the regulators coordinate while focusing on its mandates. Some of the areas of coordination include;

•
•
•
•
•

Tanzanian Communications Regulatory Authority (TCRA)
Capital Markets and Security Authority (CMSA)
Tanzania Insurance Regulatory Authority (TIRA)
Social Securities Regulatory Authority (SSRA)
Fair Competition Commission (FCC)7

BOT and TCRA have a working Memorandum of Understanding (MOU) for the regulation of mobile money platforms
while a number of informal collaborations exist between the Bank and other regulators. The existing MOU enables
regulatory and supervisory coordination of the two institutions from an administrative point of view. Generally, the
BOT focuses on the financial aspect of DFS while TCRA looks at the performance of electronic communication services
on DFS platforms. Specifically, the regulators coordinate on a number of issues some of which include;
a)

a)

Licensing: while the Central Bank licenses PSPs, the Communications Authority is also required to certify PSPs
whose operating model incorporates a technological aspect. Specifically, service providers are mandated to get
clearance from both the Central Bank and the ICT regulator prior to the launch of mobile money product. In a
case where a PSP does not require an operational certification, the ICT regulator issues a letter that confirms this
before a license can be issued by the CBK. Additionally, in cases where securities and insurance products are present
on these platforms, licensing from the Capital Market Authority (CMA) and the Insurance Regulatory Authority
(IRA), respectively, is required prior to the issuance of a license.
b) Competition: Competition policy for DFS is developed and implemented by the Competition Authority. However,
the Authority works closely with the Central Bank and the ICT regulator when investigating suspected anti-competitive practices amongst service providers.
c) Cybersecurity: the Communications Authority is mandated to implement the Computer and Cybercrimes Bill
which allows for the facilitation of cybersecurity on all platforms. However, the Central Bank has the mandate to
develop and apply cybersecurity measures on DFS platforms.
d) Consumer Complaints: Consumer complaints are typically handled by service providers. The Central Bank only
requires that the providers provide an efficient and adequate complaint redress mechanisms. Customers can further
appeal to the Competition Authority if their complaints are not adequately addressed. With regards to consumer
protection measures, the Communication Authority has detailed guidelines for consumer protection on electronic
communication platforms. However, the Central Bank and the Competition Authority also develop and implement
measures to protect consumers of DFS.
e) Anti-money laundering measures: the development of these procedures/requirements are advanced by the Central Bank. These measures are also tailored to PSPs as digital platforms can create more opportunities for criminal
activities. The Central Banks works closely with the Capital Markets Authority in this regard.

Licensing; though the licensing of PSPs is left primarily to the BOT, service providers are also required to obtain
Value Added Services (VAS) licenses from the TCRA prior to the issuance of a payment service license.
b) Consumer Protection: the Central Bank, as part of its regulatory mandate, has developed consumer protection
guidelines (Financial Consumer Protection, 2019) to protect consumers of all financial services. These guidelines
also provide consumer complaint resolution mechanisms to be developed by all financial service providers. The
BOT also works with other regulators in the resolution of complaints as appeals can be referred to the Fair Competition Commission or TCRA8.
Most of the coordination existing in the sector developed as a result of the Financial Inclusion National Framework
developed by the Central Bank. The framework was created with the objective of developing financial products that
meet the needs of individuals and businesses by combining the efforts of the public and private institutions. This
collaborative structure generally consists of 4 committees including;
i)
ii)
iii)
iv)

National Council that provides overall strategic direction and oversight;
National Steering Committee that provides management and quality control;
National Technical Committee that initiates, implements and reports progress and;
Secretariat at the Central Bank that provides coordination support to committees.

Given the overall independent regulation of the DFS sector, there are a few unregulated payment platforms in the
country. A few discrepancies in the KYC requirements amongst institutions have also been observed as a consequence
of the limited coordination. The ongoing Financial Inclusion National Framework is expected to improve and formalize
collaboration amongst regulators in the ecosystem.

Based on the above framework, it is clear that some collaboration exists amongst regulators in the Kenyan DFS ecosystem. However, each regulator works to attain their mandate thus leaving uncertainties in some platform categories and
regulations while overlaps in roles develop as the regulatory framework is somewhat unclear and fragmented. On the
other hand, the flexibility of the regulatory framework is said to have significantly aided growth of DFS in the country
as the private sector has had the freedom to develop new products without much oversight.6.

5 https://www.lexology.com/library/detail.aspx?g=1dd80147-e87b-45eb-af1e-8886b72fb928#:~:text=The%20National%20Payment%20
System%20Act,and%20efficiency%20of%20their%20platforms.
6 Catalyst Fund (2022). Fintech Regulation in Kenya. BFAGlobal
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4.5. Lessons on the Oversight of DFS in Ghana

4.6. Lessons on Oversight of DFS from Nigeria

The regulation of Digital Financial Services in Ghana is provided for by the Payment Systems and Services Act (2019)
and the guidelines for E-money Issuers in Ghana (2015). These legislations allow the Bank of Ghana (BoG) to license,
develop and implement regulatory requirements, ensure compliance and provide protection measures for the users of
DFS. The Ghana Interbank Payment and Settlement Systems Limited (GhIPSS), wholly owned by the BoG, plays a
key role in this regulation as all PSPs which are required to connect to the system therefore ensuring interoperability9.

The Regulatory Framework for Mobile Money in Nigeria was issued by the CBN in 2015. This framework contains
16 regulations (referred to as “sections”) aimed at creating “an enabling environment for the orderly introduction and
management of mobile payment services in Nigeria.

Though the Central Bank retains significant independence in its regulatory activity, it does coordinate with regulators
such as the National Communications Authority (NCA) and the Consumer Protection Agency (CPA) to a limited extent.
In the DFS ecosystem, the NCA has the responsibility of accessing and pricing USSD and other communications channels, SIM registration and the primary regulation of MNOs among others. The BoG and NCA are both responsible for
sector-specific regulations in the ecosystem as well as any associated non-compliance issues.

•
•
•
•
•
•
•

To enhance coordination on mobile money regulatory issues, a Memorandum of Understanding (MOU) between the
BoG and NCA was signed in 2016 focusing on various issues including consumer protection and awareness activities.
The MOU also provides a platform for the exchange of information among institutions and clearly delimits jurisdictions
of each regulator with regards to the regulation of DFS. However, the overall operationalization of the understanding
has been weak and thus the benefits are yet to be perceived10.
Ghana has since developed a Payments Systems Council (PSC) which consists of regulators and private sector entities
in the DFS subsector that will enhance the performance of the services. Some of the main players in the council include;

The Framework consists of the following institutions;

The objectives of the regulatory framework include;
1)
2)
3)

•
•
•
•
•
•
•
•
•
•

Bank of Ghana (BoG)
National Communications Authority (NCA)
Telecoms Chamber
Ghana Association of Bankers
National Insurance Commission (NIC)
National Pensions Regulatory Authority (NPRA)
Ghana Revenue Authority (GRA)
Data Protection Commission
Controller and Accountant Generals Department (CAGD)
Ministry of Finance (MOF)

Central Bank of Nigeria (CBN);
Nigerian Communications Commission (NCC);
Mobile Network Operator (MNOs);
DFS Operators;
Infrastructure Providers;
Service Providers of spin-off services;
Mobile Money Agents.

4)
5)

Providing an enabling environment for the adoption of mobile payment services thereby reducing cash dominance
in the Nigeria economy;
Ensuring a structured and orderly development of mobile payment services in Nigeria, with clear definition of
various participants and their expected roles and responsibilities;
Specifying the minimum technical and business requirements for the various participants in the mobile money
services industry in Nigeria;
Providing the basis for broad guidelines for the implementation of processes and flow of mobile payment transactions, from initiation to completion; and
Promoting safety and effectiveness of mobile money services and thereby enhancing user confidence in the services.

4.7. Lessons on Oversight of DFS from Zimbabwe

The council currently has five (5) working groups that constitute senior technocrats and a Digital Payments Task Force
(DPTF) that is appointed to execute initiatives developed by the working groups. The working groups are segmented
as below;

The Banking Act No. 9 of 1999, the Reserve Bank of Zimbabwe Act No. 5 of 1999 and the National Payment Systems
Act No.21 of 2001 provided for the regulation of mobile money services in Zimbabwe. In view of the multi-dimensional
nature of Fintech innovations, Zimbabwe has adopted a collaborative and consultative approach. The Reserve Bank, other financial sector regulators and relevant government ministries established a National Fintech Steering Committee
supported by an Interagency Fintech Working Group (IFWG) for the oversight of DFS in the country.

Some of the objectives of the council include issues such as enhancing regulation in the DFS ecosystem, developing
policy that will enhance adoption of DFS, addressing consumer related challenges such as data protection, cyber fraud,
digital and financial literacy. Aside from the council, the country also has an association of industry regulators whose
mandate is enhance regulatory collaboration in the DFS ecosystem but operationalization of association has been weak.

The IFWG is composed of representatives from:
• Ministry of Finance and Economic Development;
• Ministry of Information Communication Technology;
• Ministry of Industry and Commerce;
• Ministry of Justice, Legal and Parliamentary Affairs;
• Office of the President and Cabinet;
• Reserve Bank of Zimbabwe;
• Zimbabwe Revenue Authority;
• Securities Exchange Commission;
• Insurance and Pension Commissions, and
• Postal and Telecommunications Authority of Zimbabwe.

The Central Bank retains most regulatory influence in the DFS ecosystem. Though this influence has caused a few
problems in the past, such as reduced private sector incentives to invest, the increasing influence of the payments council
is likely to enhance DFS uptake and quality of services provided.11

The Committee assesses the granular aspects of Fintechs and its implications with a view to provide strategic policy
direction on how the country can create an enabling environment that promotes financial technology innovation and
entrepreneurship.

i)
ii)
iii)
iv)
v)

Standards
Automation and Technology
Operations and Fraud
Pricing
Legal

9 World Bank Group (2020) Digital Financial Services.
10 Ministry of Finance (2020) Digital Financial Services Policy. Government of Ghana.
11 Evan School Policy Analysis and Research (EPAR) (2016). DFS Consumer Protection Regulations. University of Washington
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5.0. Proposed Collaborative Framework
for the Oversight of DFS in Zambia
The preceding section demonstrates the international and regional trends towards regulatory collaboration in the oversight of DFS. The frameworks reviewed took various forms i.e. formal and informal with varying attributes. Zambia
was among the first countries to initiate some level of regulatory collaboration by establishing a memorandum of understanding between the financial sector regulator and the telecommunications regulator as early as 2014. However, this
framework suffered challenges related to operationalization as the two institutions did not fully implement the working
arrangements envisaged in the memorandum of understanding. To assist with addressing this shortcoming, detailed
terms of reference for the working arrangements between ZICTA and BoZ have been developed as part of the enhanced
collaborative framework. The terms of reference are outlined in annexure 1.
As observed in the various markets, enhanced collaboration between the regulators responsible for telecommunications
and financial services is not adequate for the DFS ecosystem. The Collaborative Framework extends to various actors
in the DFS ecosystem. Table 6 below highlights some of the areas where institutions can collaborate to address the
challenges identified by end users and other stakeholders.
Table 5: Proposed Individual roles and coordination opportunities
Challenges

Network quality/access

Digital/Financial
illiteracy
Limited consumer
awareness activities
Limited access points
outside the CBD
Low adoption of DFS
platforms amongst
Merchants

Poor reporting
mechanisms for consumer
complaints

Lack of clarity on goto institution for DFS
related complaints
Collaborative Framework

Centralized KYC data base

2023

BoZ

FIC/ZECHL/PAYZ/BAZ/ZICTA

Implement the use of International
Mobile Subscriber Identity (IMSI) number
to help curb fraud

2023

ZICTA

BoZ/PAYZ/BAZ/ DFS providers

Revision of the ICT (registration of
electronic communications apparatus)
regulations SI 65 of 2011

2022

MoTS

ZICTA

Introduction of Integrated Electronic
Communications Equipment Repository
and Registration System (IECERRS)

2023

MoTS/ZICTA

MNOs

2023

MoTS

ZICTA

2022

ZICTA/ BoZ

FIC, DEC, ZP

Undertake joint peer to peer collaborative
Inadequate benchmarking
engagements with other international
of DFS good practices
regulators

2022

ZICTA/ BoZ

Inadequately trained
Mobile Money agents

Collaborative training programs to
enhance capacity

2022

ZICTA/ BoZ

FSP overburden with
data requirements from
regulators

Increase coordination amongst regulators
to eliminate duplicity and increase
information sharing.

2022

BoZ/ ZICTA/
CCPC/ ZP/
PIA

Limitations in preapproval of payment
services

Regulatory collaboration in the assessment
of payment service provider registration

2022

BoZ/ ZICTA

PIA

Harmonization of regulatory
requirements for Commercial Banks and
other DFS providers

2022

BOZ

BAZ/DFS Providers

2022

BOZ/ZICTA/
CCPC

Gaps in the KYC/CDD
requirements

Revision of the ICT Act no. 15 of 2009
Revision of Cyber security and
Cybercrimes Act
Capacity of law
enforcers to investigate
Cybercrimes

Collaborative training programs to
enhance capacity

Proposed intervention

Timeline

Primary
Responsibility

Possible Overlaps

Develop DFS QoS parameters

2022

ZICTA

BoZ/ DFS providers

Completion of the 1009 towers

2022

MoTS

Introduce network coverage obligations in
network and radio spectrum licenses.

2023

ZICTA

Inconsistencies in
Regulatory requirements

Enhance measurement and reporting on
QoE

2024

ZICTA

Introduction of assistive devices

2023

ZICTA/

Lack of measures to
promote accountability
and ensure
implementation of
identified interventions

To put in place Monitoring and Evaluation
mechanisms on implementation plan

Inadequate controls on
Aggregators/Integrators/
agents/processers

Strengthen controls and regulation of
aggregators/integrators/processors and
payment systems

2023

BOZ/ZICTA/

Lack of National Digital
Identity Card

Implementation of a National Digital
Identity Card

2023

MoTS/
DoNRPC/

BoZ/ZABS/ZAPD/ZAFOD/MNOs

Submission of network outage reports
from BoZ

2022

BoZ

Payment service providers/ZICTA

Introduction of monthly surveys on
network availability SLA

2023

ZICTA

BoZ

Intensify QoS compliance and acquire
effective monitoring tools.

2023

ZICTA

Digital skills modules introduction –
development of local content

2023

ZICTA/BoZ

PAYZ/BAZ

Financial literacy programs

2022

BoZ

SEC/PIA/MoFNP/BAZ/FSDZ/
UNCDF/MOFNP/CCPC

Targeted joint consumer awareness
activities

2022

BoZ/ZICTA

CCPC/FSDZ/MOFNP/CUTS/
PAYZ/BAZ/

Joint collaboration with merchants to
incentivize the use of DFS – promote noncash transactions. Increase access points
e.g. schools and institutions with wider
footprint like ZRA

Q2023

BoZ/ZICTA

MoFNP

Development of an enhanced complaints
management framework including the
establishment of BOZ toll free line for
complaints.

2022

BoZ

Introduction of cross-sectorial centralized
database

2023

BoZ/ZICTA

ZICTA/BoZ/CCPC/ZP/FIC

Development of DFS consumer protection
strategy

2023

BOZ/ZICTA/
CCPC

BAZ, DFS providers

Introduction of USSD code for payment
service providers for fraud reporting
and for promotions/menu for reporting
complaints to relevant regulator

2022

ZICTA/BoZ

MNOs

Launch of DFS Collaborative Framework
- Stakeholder engagements

2022

ZICTA/BoZ

DFS providers
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To promote Stakeholder collaborative
meetings

PSPs, BAZ

FIC/ZP/BAZ/DFS providers/
PAYZ

Based on the above highlighted overlaps, a regulatory collaborative framework amongst the identified key stakeholders
in the DFS ecosystem must be established to play a leading role in addressing existing challenges. The proposed
collaborative framework structure will constitute a steering committee that will provide strategic oversight on the
operations of the framework and will be supported by a technical committee of experts from the Bank of Zambia
and ZICTA to manage all the tactical aspects of the framework. The technical committee will also be supported by
specialized technical working groups that will focus on specific aspects relating to the ecosystem. The chairperson
and vice chairperson of the technical working groups may also be invited to attend some meetings of the technical
committee based on the matters under consideration. The collaborative framework will enable the sharing of information,
data and expertise amongst regulators and other key stakeholders which is expected to ensure smooth and effective
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implementation of policy directives in the ecosystem. Information sharing will be initiated by ZICTA and BOZ as the
existing MOU between the institutions provides for data sharing. This will ensure that regulators are up to date with
emerging issues affecting the sector as well as coordinated development of regulations and activities that will address
these issues. A high-level structure of the coordination framework is outlined below:
Figure 2: Proposed DFS Collaborative Regulatory Structure
Steering Committee
Ministry of Finance and National
Planning, Ministry of Technology
and Science, Bank of Zambia and
ZICTA

b) Technical Working Groups
There will be four (4) technical working groups chaired by either the telecommunications regulator or the financial services regulator but deputised by representatives from the private sector associations, other Agencies, consumer groups
or development partners. The working groups will be on Security and Safety, consumer awareness and protection, Infrastructure and platforms, and Policy and Regulation. Participation in the working groups will be on the basis of institutional representation and would be by invitation. Each working group will be composed of experts tasked to provide
technical expertise in their respective thematic area, report to, and support the technical committee.
While the working groups will serve as an avenue for consultation and review, some initiatives may require one
organisation acting unilaterally to implement regulations/ directives while others will be cross-functional with one
working group being identified as the lead.
The table below highlights proposed composition of the working groups.
Table 6: composition of the working groups

Technical Committee
Chair—Bank of Zambia

TWG One
Consumer Safety
and Security
Chair—ZICTA
Vice Chair—Zambia Police

TWG Two
Consumer Awareness and
Protection
Chair—Bank of Zambia
Vice Chair—CCPC

TWG Three
Infrastructure and Platforms
Chair—ZICTA
Vice Chair—PAYZ

Consumer Safety & Security

Consumer Awareness &
Protection

Infrastructure & Platforms

MOFNP

BoZ

BoZ

GSMAZ

PIA

Zambia Police

CCPC

Mobile Network Operators

FSDZ

FIC

ZICTA

SMART Zambia

SEC

DEC

PAYZ

DoNRPC

CCPC

Mobile Network Operators

RUFEP

Fintechs

SMART Zambia

Association of Agents

BAZ

BoZ

DoNRPC

Ministry of Home Affairs

FSDZ

ZICTA

DEC

ZICTA

Consumer Unity Trust

PAYZ

Zambia Police

Association of Agents

BAZ

FIC

MoFNP

REA

MSME

CUTS

ERB

MoTS

UNCDF

MLGH

MCTI

ZAPD

MoTS

ZICTA

MoE

RUFEP

MIBS

Policy & Regulation

TWG Four
Policy and Regulation
Chair—Bank of Zambia
Vice Chair—UNCDF

In the above proposed structure for the DFS collaborative regulation, the Bank of Zambia will superintend over the
framework as the regulator of Digital Financial Services. A steering committee will oversee the coordination of the
key regulatory institutions in the DFS ecosystem so as to provide direction, identify collaboration opportunities as
well as monitor the execution of coordinated activities. This committee will be supported by a technical committee
composed of experts from BoZ and ZICTA. The terms of reference for the technical working group is in line with
the terms of reference for the memorandum of understanding signed between ZICTA and BoZ outlined in annexure
1. The technical committee will be supported by specialized working groups that will address the specific categories
of identified challenges and develop coordinated mechanisms for redress. The chairs of the technical working groups
may be called upon to attend some of the technical working group meetings depending on the nature of the issues
being considered. The specific terms of reference as well as work plans for each of the committees will be developed by
respective committee members as guided by the steering committee. A high level summary of the governance structure
of the steering committee is outlined below:

UNCDF
FSDZ

a) Steering Committee
The steering committee shall be the highest–level committee tasked to ensure effective leadership and coordination of
all stakeholders’ efforts aimed at meeting the aspirations of the DFS oversight coordination framework. The committee
shall also be responsible for securing policy level support, the identification of all requisite stakeholders needed for a
successful implementation of the coordination framework as well as approve the work plans for the technical working
group.
The committee shall be composed of senior level representation from the Ministry responsible for financial services and
the Ministry responsible for telecommunications together with senior level representation from the regulators responsible for financial services as well as telecommunications.
a) Technical Committee
The Technical committee will be composed of experts from the BoZ and ZICTA and maybe supported by other Agencies on invitation and subject to the issues under consideration. The Technical committee will be responsible for the
effective operationalization of the entire coordination framework and will be tasked with identification of participants in
the entire framework as well as supporting the work of the steering committee. The detailed terms of reference of the
technical committee are outlined in annexure 1 which operationalizes the MoU between ZICTA and BoZ.
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Annexure 1 — Terms of Reference Between BoZ and ZICTA

1.0. Information Exchange
Digital Financial Services (DFS) have become an important driver of financial inclusion in Zambia, where access to
traditional financial services is still very limited. DFS have the potential to increase access to financial services especially
to the unbanked. With more than 20.2 million active mobile cellular subscriptions reported as at end of December 2021,
DFS provide a promising way to increase access to financial services to the unbanked, including those living in rural
areas, and offer opportunities to participate in the global digital economy. DFS have become the cornerstone of the
National Financial Inclusion Strategies (NFISs) adopted in many developing countries including Zambia.
Safe and secure DFS can help governments ensure that social security payments reach their intended recipients and
help merchants that accept digital payments gain new business intelligence and access lines of credit. Efforts towards
financial inclusion such as the use of DFS can contribute towards the achievement of United Nations Sustainable
Development goals such as;
•
•
•
•
•
•

SDG 1 on eradicating poverty;
SDG 2 on ending hunger, achieving food security and promoting sustainable agriculture; SDG 3 on promoting
health and well-being;
SDG 5 on achieving gender equality and economic empowerment of women;
SDG 8 on promoting economic growth and jobs;
SDG 9 on supporting industry, innovation, and infrastructure; and
SDG 10 on reducing inequality.

In recognition of the growing convergence of the Information and Communications Technology (ICT) sector and
the financial sector leading to the provision of DFS, the Bank of Zambia (BoZ) and the Zambia Information and
Communications Technology Authority (ZICTA) (collectively referred to as the Regulatory Authorities) identified
a need for regulatory interaction and cooperation. In this regard, on 24 November 2014, the Regulatory Authorities
signed a memorandum of understanding (MOU) to facilitate the cooperation between the two institutions.

Terms of Reference on Collaboration between
Bank of Zambia and Zambia Information and
Communications Technology Authority
February, 2022

These Terms of Reference (ToRs) seek to operationalize the MOU in order to promote the integrity, efficiency and
financial soundness of financial service providers as well as the ICT industry through effective regulation and enhancing
the supervision of cross-authority transactions. The regulatory authorities intend to provide one another with assistance
under the MOU to the full extent permitted by the laws, regulations and rules of their respective institutions.
The Regulatory Authorities have since established a technical committee (TC) that is charged with the responsibility of
operationalizing the MOU. The activities of the TC will be focused on innovations in electronic communication services,
payments and delivery of DFS via telecommunication or ICT platforms and well as development of any policy initiative
that will promote safety and soundness of DFS. The collaboration between the regulatory authorities is expected to
promote financial inclusion in Zambia, particularly, when the use of such products and services is consolidated and
standardized.

2.0. Objectives
The primary objective of the TORs is to foster cooperation amongst regulators in the DFS ecosystem through the
operationalization the collaborative regulatory framework. The Collaborative Framework is to cover cooperation and
exchange of information with a key emphasis on the regulation and supervision of DFS.
Notwithstanding, neither party shall have the authority to make any statements, representations or commitments of
any kind or to take any action that shall be binding upon the other party.
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3.0. Scope of Collaboration

3.4. Undertake Consumer Protection and Education

A Steering Committee (SC), which has been formed alongside the TC, shall be responsible for providing strategic and
policy guidance regarding matters covered in the MOU between the regulatory authorities. The regulatory authorities
agree to collaborate in the following areas and any other relevant matters:

•
•
•
•
•
•

3.1. Information exchange
Share information that is necessary to facilitate supervision, regulation or monitoring of entities providing DFS. Share
information that is necessary to facilitate supervision and regulation of entities providing DFS. BoZ and ZICTA can
share non-public (confidential) information on a routine basis, as long as it is for the purpose of assisting each Regulator
in conducting its regulatory or law enforcement function, provided that the information shall remain confidential and/
or only be used for the purposes for which it was requested.

.3.5. Research and Development
•

3.2. Undertake Compliance and Enforcement

•
•

•

•

•
•

Provide technical expertise in joint onsite inspection of entities in which the regulatory authorities have regulatory
or supervisory interest;
Undertaking action against non-compliance or fraudulent practices in which the regulatory authorities have
regulatory and supervisory interest; and
Facilitate technical inspections on critical information infrastructure to the full extent permitted by the laws,
regulations and rules of the Regulatory Authorities’ respective jurisdiction.

Each regulator will need to draft or update the respective onsite inspection (examination) manuals that will include areas
for risk assessment that resource persons from the two regulators will look at during inspections (examinations). In
cases involving fraud or suspected money laundering activities, the regulators will inform the relevant Law Enforcement
Agencies (LEAs) to carry out further investigations. Agencies such as DEC and Zambia Police need to be informed of
cases that involve fraudulent activities. Supervisory action, whether administrative or otherwise related to the activities
of the service provider, may trigger regulatory concerns. As such, information related to any material action would be
helpful for regulatory authorities to share on an ad hoc basis because it may have great impact in the financial sector.
3.3. Formulate and implement Policies, Laws and Regulations
Implement government strategies or policies aimed at enhancing financial inclusion through DFS;
Provide technical opinions and comments in the drafting and reviews of legal and regulatory instruments to promote
DFS, consumer protection standards and cybersecurity; and
Develop and implement guidelines for market conduct.

Develop and implement a framework for promoting consumer protection;
Conduct public sensitization on DFS offered by regulated entities;
Dissemination of public information relating to regulated entities offering DFS;
Conduct consumer awareness and education on the rights and obligations of consumers and regulated entities; and
Conduct training and awareness programs on cybersecurity for regulated entities and consumers.
Review the Bank of Zambia Customer Complaints Handling and Resolution Directives of 2020.

Conduct research and policy analysis that relates to the regulation or supervisory responsibilities of the Regulatory
Authorities.
Review new product developments in the DFS market and how they affect consumers
Review the adequacy of regulation to prevent risky behavior (unsafe and unsound business practices) on the part on
market players which could inadvertently disadvantage/injure consumers
Develop (or update) business conduct and advertising guidelines that promote the integrity of DFS and enhance
consumer trust in the use of such services/platforms

3.6. Capacity Building
Share information and develop a programme on capacity building relevant to the regulation or supervision of regulated
entities providing services impacting on the growth of DFS.
3.7. Development of Standards
Enhance and harmonise existing standards for the provision of DFS if each regulator has specific set of standards.

4.0. Reporting
The TC shall report to the steering committee once every quarter or as and when need arises.

5.0. Composition of the Steering Committee
The TC shall report to the steering committee once every quarter or as and when need arises.

6.0. Composition of the Technical Working Group
The TC shall consist of a core team comprising not less than twelve members (six from each institution). Issues of
quorum shall be determined by the Technical Working Group at one of its initial meetings. Meetings relating to
regulation or policy direction should include a person with legal proficiency. Without such a person in the meeting, the
meeting shall not proceed even if a quorum has been formed.

7.0. Annual Work Plans
The TC shall develop joint annual work plans which shall be submitted to the steering committee before end of January
each subsequent year.

8.0. Frequency of Meetings
•
•
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The TC shall hold meetings at least once every quarter.
Notwithstanding the above, BOZ or ZICTA may call for a meeting as and when need arises.
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Annexure 2 — Customer Response
1..Detailed responses from consumers

Overview of
DFS uptake

Rural

Urban

Uptake of DFS is relatively high. End-users approximated
that 50% - 80% of the population used DFS

Uptake of DFS is significantly high. End-users
approximated that more than 80% of individuals including
women, senior citizens and PWDs

Most services are used by civil servants and the youth due to
absence of digital skills

The presence of DFS has provided many benefits for
individuals, households and businesses.

Opportunities
for addressing
these challenges

DFS are important in the area as they are used for
e-vouchers and act as a good substitute for banks

Benefits of DFS

Chalenges

Factors
contributing to
these challenges

Challenges
encountered
when addressing
challenges

DFS have provided jobs for the youth

DFS provides a platform for securing of funds and increases
convenience as the service is easily accessible

Consumers have learned to save money through the use of
DFS

DFS are cost effective as transactions fees are minimal
relative to traditional banking

DFS increases accessibility thus making it easier to pay
debts

Reduced theft as DFS provide a secure platform

It provides an easy platform for the payment of utilities

DFS have provided a better platform for saving money

It allows customers to save on transport as they do not have
to travel to urban areas to access money

People are able to make transactions in the comfort of their
homes at any time.

Residents in formal employment receive their wages and
salaries through DFS

DFS is beneficial because it contributes to the fight against
Covid-19

Reduced theft, because the transactions predominantly
cashless

Increase number of commercial banks or ATMs

Increase in customer awareness/sensitization activities. Use
of local language and braille is encouraged

Promote training of agents and build integrity

Development of a robust complaints resolution procedure.
This procedure should be made known to end-users

Increase stakeholder engagement with the locals/end-users

MNO agents should be thoroughly trained and monitored

Get rid of pre-registered sim cards (individual and agent
sim cards)

Stakeholders should decentralise their operations to district
level

Intensify collaboration amongst entities e.g. Police, ZICTA
and MNO

Improve network access and quality

Increase customer awareness activities in local languages

Promote data protection systems in the DFS ecosystem

Train agents to provide assistance and sensitize to
customers

Increase digital skills of community leaders who can then
teach their community members

Improve network quality and coverage. Power cuts usually
cut off network connectivity

Introduction of toll free number amongst financial service
providers

Ensure MNOs have district level officers for handling cases
that cannot be handled by agents

Reduce transaction costs on off-net transfer and bank to
e-cash

Encourage the use of mobile money services amongst
merchants to reduce float challenges

Training of law enforcers on resolving DFS related crimes

Ensure merchants use merchant codes as opposed to their
personal numbers to reduce the number of frauds

Training of agents that will enable them adhere to data
protection guidelines and enable them to act as customer
awareness agents

2. Districts targeted
Province

Rural

A platform for receipt of salaries as there is no commercial
bank in the area

Lusaka

Luangwa

Copper belt

Lufwanyama

Ndola

DFS are very easy for anyone to use it, it’s very selfexplanatory. They increase financial literacy

DFS provides platform for implementation of government
programmes such as FISP

Southern

Gwembe

Choma

Poor network quality for long periods of time

Increase in DFS related fraud/crimes

North Western

Manyinga

Solwezi

Western

Kalabo

Mongu

Luapula

Mwansabobwe

Mansa

Eastern

Chadiza

Chipata

Muchinga

Chinsali

Nakonde

Northern

Luwingu

Kasama

Central

Chibombo

Kabwe

Limited access to MNO officers as they do not have
representation in some districts

Insufficient training of Mobile money agents

Agents have to travel to urban districts to access cash

DFS do not allow for independent use and easy accessibility
by PWDs

Limited access to cash (float)

Mobile money agents regularly run out of cash

The use of DFS is characterised by myths of fake money
(counterfeit) and stolen money

Delays in off-net transfers and reversals

DFS related crimes mostly targeting senior citizens and
PWDS

Mobile money booths are mostly located in CBD. There is
limited access in peri-urban areas

Some terminologies on the DFS platforms are unknown to
end-users

MNO agents do not adequately secure ledger books

High illiteracy and limited customer awareness initiatives

High Financial Illiteracy/ Limited customer awareness
activities/limited digital skills

Poor advertising of Zamtel mobile money services. Most are
unaware of these services

Lack of coordinated complaints resolution mechanism

Agent booths are scanty thus they are not easily accessible

Centralisation of DFS agents and DFS regulators

High transaction costs on off-net transfers

Absence of toll free lines amongst stakeholders

Limited to no commercial banks imply difficulty in accessing
cash for transactions

Poor network quality/coverage

Small commissions for agents thus reducing incentives to
set-up booths

Commercial banks cannot convert e-cash to cash

Resolution processes take too long thus discouraging
reporting

Complaint raising process is not common knowledge

Ridicule from law enforcers when end-users report crimes

Resolution of reported cases is extremely slow

Some cases have to be escalated to Lusaka leading to delayed
feedback

MNO customer service lines go unanswered or the required
help is not given

Splitting of mobile money services transactions

Lack of feedback from Police service on DFS related crimes

Lack of knowledge on Cyber crimes by the law enforcers

Most end-users do not know of any institution where they
can get assistance for DFS related challenges
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Notes

7070
Toll Free

Digital Financial
Services (DFS)
Don’ts

Do’s
The Do’s of DFS transactions

The Don’ts of DFS transactions












Keep your Digital Financial Services PIN safe
Create strong passwords. Avoid using date of birth and default
passwords such as 1234
Dial *101# to check how many SIM cards are registered to your ID.
Report all anomalies to your Service Provider
Verify promotions with Service Providers
Confirm the balance on your mobile money account before reversing
funds off your account.
Do your research on social media vendors before sending any money.

Reporting DFS related complaints





Your Mobile Network Operator (MNO)
Bank of Zambia on 0 211 399300
Zambia Police on 999
ZICTA 7070




Don’t say your pin out loud. You do not know who is listening.
Don’t give out your NRC number or PIN over the phone. If someone
calls you to verify a mobile transaction. It may be SCAM.
Don’t send money to anyone who tells you that the only way to win
money is by sending a deposit via Mobile money.
Don’t share your PIN or your NRC number with strangers after a money
transaction.

ZICTA
Stand No. 4909, Corner of Independence
and United Nations Avenues
Lusaka—Zambia

BoZ
Bank Square
Cairo Road
Lusaka—Zambia

RUFEP
Plot 34810, Mount Building
Thabo Mbeki Road
Lusaka—Zambia

Toll Free: 7070
info@zicta.zm
www.zicta.zm

+260 211 399300
info@boz.zm
www.boz.zm

+260 211 254 613
info@rufep.org.zm
www.rufep.org.zm

