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Foreword
Information and Communication Technologies
(ICTs) play a catalytic role in socio-economic
development of nations across the globe. As part of
the global community, Zambia has embraced the
use of ICTs in the national development agenda and
as such several policy and legal interventions have
been employed to enhance growth of the ICT sector.
In 2006, Zambia formulated its first ever National
ICT Policy which is scheduled to undergo revision to
incorporate new developments and emerging trends
in this dynamic sector.
Zambia’s ICT sector has been rapidly growing with
mobile phone subscription base increasing from 13.4
million subscribers in 2017 to 15 million subscribers
in December 2019 representing 89.2% mobile
penetration rate. During this same period Internet
subscription rapidly increased from 7.8 million users
to 8.6 million users, representing 51.3% Internet
penetration rate. The growth in the ICT sector
is attributed to factors such as increased private
investments, expansion of fibre optic, the expanded
access to affordable wireless access modems and
Government initiatives to construct communication
towers in unserved and underserved areas in 2018.

Hon. Mutotwe L. Kafwaya, MP
Minister of Transport and Communications

The National ICT Surveys revealed that internet usage among users below the age of 35 years increased from
70% in 2015 to over 78% in 20181. Children continue to be exposed to a vast array of online risks such as; obscene
materials, pornography. fake news, cyberbullying, online gumbling and violence, among others. Additionally,
the global shift toward mobile internet use which has been spearheaded by social media has contributed
to the increase in cybercrime and child online abuse activities. However, the advancements in Technology
have come at a price by among other things drastically removing social and physical mechanisms for child
protection in the communication process. This poses challenges for the traditional structure of child safety.
The International Community and Governments across the globe have been making frantic efforts
in addressing challenges associated with access to internet services by children. The International
Telecommunication Union (ITU) emphasises that protecting children online is a global challenge, which
requires a global approach. Therefore, ITU has established the Child Online Protection (COP) initiative to
create an international collaborative network and promote online safety of children around the world.
Furthermore, the 2015 National Child Policy for Zambia, has provided for initiatives aimed at mitigating
online risks and vulnerabilities affecting children.
It is against this background that the first ever National Child Online Protection (COP) Strategy has been
formulated and it is envisaged that effective implementation of the Strategy will mitigate online risks and
vulnerabilities associated with children. All stakeholders are therefore urged to adopt this strategy in COP
programming.

Hon. Mutotwe L. Kafwaya, MP
Minister of Transport and Communications
1

ZICTA , 2015 National ICT survey
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Working Definition

Child: means any person under the age of 18 as
prescribed by the Constitution of Zambia.

Guardian: means a person with a responsibility to
provide parental care to a child by law or custom.

Child Rights: means the basic human rights that
children need to enjoy for their well-being and
development. Such rights include the right to quality
education; quality health care; protection from
abuse and neglect; and equitable treatment without
discrimination in such matters as participation in
decision making that affect the child.

Obscene Material: means materials that depict
or describe sexual conduct in a patently offensive
manner or meaning as assigned to the word in the
Penal Code CAP 87 of the Laws of Zambia

Child Online Protection: means the protection and
education of a child against harmful online risks.

Online risk: means the vulnerability of a person
that arises from the use of the Internet.

Cyberbullying: cyberbullying is bullying that takes
place over digital devices like cell phones, computers,
and tablets. Cyberbullying can occur through SMS,
text, and apps, or online in social media forums, or
gaming where people can view, participate in, or share
content. Cyberbullying includes sending, posting, or
sharing negative, harmful, false, or mean content
about someone else. It can include sharing personal
or private information about someone else causing
embarrassment or humiliation. Some cyberbullying
crosses the line into unlawful or criminal behavior.

Pornography: means printed or visual material
containing the explicit description or display of
sexual organs or activity, intended to stimulate
erotic rather than aesthetic or emotional feelings or
meaning as assigned to the word in the Electronic
Communications and Transactions Act No. 21 of
2009.

Cyberspace: means an environment in which
communication over computer or other ICT networks
occurs.

Internet: means a global wide area network that
connects computer systems across the world.

Vulnerable Child: means any person below the
age of 18 who has been in or is likely to be in a risky
situation where he/she is likely to suffer significant
physical, emotional or mental stress that may result
in the child’s rights not being fulfilled.

National Child Online Protection Strategy
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Acronyms
CBO

Community Based Organisation

CBR

Community Based Rehabilitation

CHMH

Chainama Hills Mental Hospital

COP

Child Online Protection

CRC

Convention on Rights of the Child
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Child Protection Unit

CRPD

Convention on the Rights of Persons with Disabilities
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CSO
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International Centre for Missing and Exploited Children
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Information and Communication Technology
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International Multilateral Partnership Against Cyber Threats
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International Telecommunication Union
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LLCL

Lifeline Childline Zambia

MCDMCH
MCDSS

Ministry of Community Development, Mother and Child Health
Ministry of Community Development and Social Services

MDD

Management Development Division

MDG

Millennium Development Goal

MGCD

Ministry of Gender and Child Development

MHA

Ministry of Home Affairs

MESVTEE

Ministry of Education, Science, Vocational Training and Early Education
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Acronyms (Continued)
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Sustainable Development Goals
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United Nations Educational Scientific and Cultural Organisation
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United Nations Children’s Fund
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Chapter One: Overview
1.0 Introduction

Zambia is a signatory to various Agreements and
Conventions on the need to ensure a safe and
secure cyberspace for users of Information and
Communications Technologies (ICTs) especially
children. Investments in ICTs and increased
affordability of devices has led to significant growth
in the use of the internet with an associated rise in the
number of children having access to such products
and services globally. The Zambia 2015 National
ICT Survey revealed that at least 70% of internet
users are below the age of 35 years. The common
uses of the internet in the country ranges around
information sharing, creativity, entertainment and
self-expression for children.
However, the advancements in Technology have
come at a price by among other things, drastically
removing social and physical mechanisms for child
protection in the communication process thereby
posing challenges for the traditional structure of
child safety. Children are being exposed to online
risks such as; obscene materials, pornography, and
cyberbullying at an early age. Additionally, the global
shift toward mobile internet use which has been
spearheaded by social media has contributed to
the increase in cybercrime and child online abuse
activities.
Zambia has not been exempted from exposure to
various internet and online risks and their impact on
the child that have increased with the rise in usage
of ICT products and services. It is for this reason
that the Zambian Government in collaboration
with various Cooperating Partners embarked on the
development of a National Child Policy in 2015 which
among other things aims to promote child rights
and improve the welfare of the child. The policy also

seeks to promote a safe and secure use of ICTs for
children. Therefore, the National COP Strategy to be
executed in the period 2020 – 2024 was developed to
spell out the modalities for the execution of the policy
with regard to ensuring a safe online experience for
children at all times. The actions outlined in the
strategy call upon various stakeholders including
State and Non-State actors (parents, community,
educators and industry) to play a role in ensuring
the effective implementation of the strategy vis-àvis their role in COP.
The Strategy takes into account the priorities and
aspirations of the Government as set out in its
development agenda which includes the 2006
National ICT Policy, the Vision 2030, 2017-2021
Seventh National Development Plan (SNDP) and
the Sustainable Development Goals (SDGs). The COP
Framework for Zambia takes a holistic approach
by applying the International Telecommunications
Union (ITU) framework for COP based on the five
work areas (pillars) of the COP initiative namely;
Legal measures, Technical and Procedural measures,
Organizational Structures, Capacity Building and
International Cooperation.
The overarching goal is to develop a sustainable
Action and Implementation Plan to be executed
in the country over a five (5) year period. This
Strategy, therefore, provides a framework for the
attainment of Child Online Protection in Zambia.
The structure of the Strategy is divided into sections
including: Introduction; Situation Analysis; Vision
and Rationale; Guiding Principles; Objectives
and Measures, Institutional Framework and
Implementation Plan.

National Child Online Protection Strategy
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1.2 Background
The 2015 National ICT survey estimates that about
71 percent of individuals that own smartphones use
the devices to access Over The Top (OTT) applications
like WhatsApp, Viber, Facebook, Skype and Twitter
for communication. Arising from the increased
number of mobile internet users accessing social
media platforms, online risks and illicit content are
concepts that are increasingly becoming common
in the Zambian community and are negatively
impacting the children. Furthermore, as the ICT
sector landscape evolves, activities of users of ICT
products and services are also shifting online. This
poses a great danger on the wellbeing of children
and on the country’s social and cultural values
considering the shift of criminal activities and other
abuses onto online platforms.
Noting the above developments, the Zambian
Government in collaboration with various
stakeholders has taken proactive measures not
only to safeguard the sustainability of a safe ICT
ecosystem but also to mitigate the increase in online
risks and vulnerabilities that it poses through this
strategy on COP.
At
the
global
level,
the
International
Telecommunication Union (ITU) to which Zambia is
a Member, launched the COP Initiative in November
2008 as a multi-stakeholder effort within the
Global Cybersecurity Agenda (GCA) to curb the risks
associated with children’s access to various online
media platforms. The initiative creates synergies
from all sectors of the global community in order

to promote and ensure a safe and empowering
online experience for children around the world.
Collaboration with other key stakeholders has
been identified as one of the major ingredients to
developing effective Cybersecurity strategies around
the world.
It is against this background that Government has
considered to undertake legal and policy reforms in
the ICT sector and amongst such reforms include
consideration for enactment of legislation that
addresses cyber security and cybercrime as well
as data protection. Further, in order to safeguard
children’s online environment, the Government
formulated the National COP Strategy anchored on
the 2015 National Child Policy and the International
Telecommunications Union Resolution 179 which
mandates Member States to formulate COP strategies
and policies. It is envisaged that the strategy will
adequately deal with the protection of children from
emerging online risks and vulnerabilities in a holistic
and coherent manner by incorporating all relevant
stakeholders.
The strategy gives a clear mandate to the Ministry
responsible for ICTs, the Ministry responsible for
child development, Regulators, private sector, civil
society and other Line Ministries/institutions to
mainstream child online protection in all sectors. It
sets priority areas of action at the National, Sectoral,
Provincial, District and Community levels in terms of
coordination, support, planning, resource allocation
and implementation of COP programmes.

National Child Online Protection Strategy
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Chapter Two: Situational Analysis
2.0 Introduction
All children in Zambia are potentially vulnerable by
virtue of their age, sex and physical ability which
present challenges to adequately safeguard and
uphold their rights. This situational analysis reviews
the internal and external factors pertinent to the
implementation of the COP Strategy. The analysis
further discusses opportunities and challenges,
Legal Framework; and evaluates the COP Strategy
using PESTEL and SWOT systems.

2.1 Growth in Access and Usage of ICT
Products and Services in Zambia
This section reviews the current state of access and
usage of ICT Products and Services in Zambia. The
country shows a general positive trajectory in the
usage of mobile phones, internet services, computers,
televisions and radios. The sustained rise in ICT
usage and penetration rates continue to reflect the
government’s commitment to the growth of ICTs
contribution towards the realisation of the national
development agenda of transforming Zambia into
an Information Society. However, with the observed
improvements in access to ICTs in the country, there
is need to address the anticipated risks of operating
various ICT products and services to ensure a digital
safety culture in Zambia.

2.1.1 Access to Mobile Phone Services
Over the last ten years, there has been a significant
improvement in access to mobile phone services
from 3.2 million subscribers in 2008 to 13.4 million
subscribers at the end of 2017. This corresponds to an
improvement in mobile phone services penetration
relative to the population from 27 percent in 2008
to 81.9 percent in 2017. GSM coverage is currently
over 80 percent of the country’s surface area and is
expected to reach 100 percent in the next few years.
This has been achieved mainly through increased
investments into the network by all the mobile
network operators as well as a deliberate programme
by the regulator to extend GSM infrastructure to
unserved and underserved areas.

2.1.2 Access to the Internet

As is the case for most countries in the region, the
majority of internet users in the country access
internet services through mobile cellular networks
using mobile devices such as smartphones, SIM
based wireless modems (dongles) and other SIM
based portable devices accounting for 99 percent of
the users. The low penetration rates for fixed internet
services could partly be explained from the fact that
the cost for these services are relatively unaffordable
to the majority of the population and as such remain
concentrated mainly among corporate clients.
It is important to note that the increased roll out of
networked devices has in part influenced the growth
of mobile internet uptake. The increasing availability
of affordable handheld devices such as smart phones
and tablets supported by a favourable tax rates
applied on such devices has also enhanced growth in
mobile internet usage. Further, increased adoption
of Over The Top application services (OTTs) such as
WhatsApp, Viber and usage of social media platforms
like Facebook, Twitter, Instagram continues to drive
the growth in mobile internet usage in the country.

2.1.3 Ownership of Mobile Phones and
Computers
Findings of the 2015 ICT Survey on households and
individuals2 revealed that around 64.5 percent of
the households in the country have access to mobile
phones determined by at least one member of the
household owning a mobile phone. The majority of
the households that have access to mobile phones
are located in the urban areas accounting for 53.7
percent of the households with mobile phones.
Further, 84.8 percent of the households in urban
areas have access to mobile phones while only 50.4
percent of households in rural areas own mobile
phones. It was also observed that 51 percent of people
aged above 10 years in Zambia are active users of
mobile phones with the proportion of active users of
mobile phones being relatively higher in urban areas
than rural areas corresponding to 68.3 percent of
people aged above 10 years and living in urban areas
compared to 38.8 percent of people aged above 10
years and living in rural areas.

Over the last 3 years, the total number of internet
users in Zambia increased from 5.0 million in 2015
to 7.8 million in 2017. This reflects an increase of
approximately 56 percent and a corresponding
increase in internet penetration from 32.2 percent in
2015 to 47.3 percent in 2017.
2

2015 ICT Survey Report
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Additionally, the survey showed that there
was a marked improvement in the proportion
of households that have access to a computer,
determined by at least one member of the household
owning a computer, from 4.9 percent recorded in 2013
to 7.1 percent in 2015. The majority of the households
that own at least one computer are in urban areas
accounting for 80.7 percent of the households with
computers. There are barely 2.3 percent of households
in rural areas with access to a computer compared to
14.1 percent of urban households.

data protection and Convention on the Rights
of Children and the ratification of the Optional
Protocol on the Sale of Children, Child Pornography
and Child Prostitution. The challenges highlighted
above coupled with increased access to ICTs products
and services have led to an increased exposure to
various online risks. The common risks encountered
by both adults and children on various ICT platforms
include among others cyber bullying, exposure to
obscene materials, financial fraud, scams, sexting
and inappropriate contact as well as theft of private
information and social media hacking.

2.2 Overview of Child Online Protection
in Zambia

The 2013 UNICEF-Zambia Randomized Survey also
revealed that children have been the main victims
of loss of funds through fake online promotions
and exposure to obscene material through mobile
phones, computers and the internet. The survey also
observed that some children have no knowledge of
where to access internet safety information, and end
up giving their personal information when requested
by websites.

The Government of Zambia has provided for policy
and legal frameworks required for addressing matters
pertaining to the welfare of children in the country.
The 2015 National Child Policy is the main policy
document addressing the development and welfare
of children in Zambia. The policy addresses matters
ranging from child survival, child development, child
protection and child participation rights. The policy
clearly spells out appropriate measures addressing
various child protection rights including child online
protection.
Further, the UN Convention on the Rights of the
Child and the African Charter on the Rights and
Welfare of the Child, to which Zambia is a Signatory,
provides for broad policy measures on child protection
rights to be adopted and domesticated by Member
States. The International Telecommunication Union
(ITU), the United Nations Agency responsible for
ICTs also provides a set of guidelines for formulating
COP policies and strategies for adoption and
domestication by Member States including Zambia.
However, Zambia continues to face challenges in
addressing matters concerning COP. Amongst the
main challenges include inadequate institutional,
legal and policy frameworks to support the
development and implementation of COP strategies.
Additionally, the country lacks a well harmonised
definition of a Child. Whilst the United Nations
Convention on the Rights of the child and the African
charter on the Rights and Welfare of Children have
both defined a child to be a person below the age
of eighteen (18) years, the penal Code chapter 87 of
the Laws of Zambia defines a child to be a person
below the age of sixteen (16) years. The Juveniles Act
chapter 53 of the Laws of Zambia also defines a child
in the same way and goes further to define a juvenile
as being below the age of nineteen (19) years.
Other limitations to effective COP include
inadequate capacity for promoters of children rights
to combat online risks. Additional challenges to COP
have arisen as a result of delays in domesticating
International conventions such as the African
Union Convention on Cybersecurity and personal

In response to the foregoing, the Government of
Zambia has prioritised the formulation of a COP
Strategy to guide and actualise implementation
of measures relating to COP as enshrined in the
National Child Policy. Additionally, Government as
a signatory to the UN Convention on the Rights of
the Child, as well as member of the ITU, has ensured
to incorporate into the strategy, the set guidelines
under ITU Resolution 179 relating to the development
of a COP Strategy.

2.3 Opportunities and Challenges
associated with Child Online Protection
in Zambia
Insufficient Child Online Protection Institutional
Framework
The Government of the Republic of Zambia
implemented the National Child Policy in 2015. This
Policy draws on National legislation and policies
as well as provisions of various international and
regional instruments such as the United Nations
Convention on the Rights of the Child (CRC) and
the African Charter on the Rights and Welfare of
the Child (ACRWC) and other relevant International
and Regional Instruments that protect and promote
the rights and welfare of children including COP
matters.
The Policy therefore, provides a focus for specific
measures to improve the living conditions of
children in Zambia while ensuring that programmes
of economic and social development directly address
the most urgent needs of this critical population. It is
expected that the National COP Strategy will address
existing challenges facing children in Zambia which
include online risks and abuse.

National Child Online Protection Strategy

12

The Ministry of Transport and Communications
is the lead institution responsible for ensuring the
implementation of the National COP Strategy. The key
stakeholders in this undertaking are Government
Ministries, Regulators, Mobile and Internet Service
Providers, Civil Society, Private sector, Cooperating
Partners, Churches, Communities, Parents and
Guardians and children themselves.
Online safety is a community challenge which
requires all key stakeholders to create synergies in
the protection of children online. At implementation
level, there is still a challenge of lack of synergies
with key stakeholders involved in the protection of
children online. Although the National Child Policy
provides for the establishment of a stakeholder
committee (Inter-Institutional Committee) on
COP to implement the COP strategy framework,
the strategy and stakeholder committee have not
been operationalised. The need to strengthen the
institutional framework is not only critical but
urgent.
This COP Strategy will be an avenue for multistakeholder collaboration and building synergies for
effective protection of children online. There is need
to tackle child online protection issues holistically,
to avoid the duplication of resources and efforts
and mainstream the COP objectives through the
support and participation of stakeholders. The COP
Initiative draws together an effective package of
global, regional and national policies and practices
related to education and training, infrastructure
and technology, awareness and communication
efforts to increase the protection of children and
young people online.
Limited Capacity in Child Online Protection and
Awareness by Stakeholders
Until recently, Zambia did not pay much attention
to the topical issue of COP. Although the existing
information both in legislations and policies has
addressed this topic superficially, there is limited
capacity in the undertaking and promotion
of COP programmes. COP training should be
mainstreamed in all training institutions and
ultimately incorporated in the school curriculum.
Capacity building is required in the development and
implementation of COP sensitization and awareness
programmes.
Protecting children online is a global challenge,
which requires a global approach. While many
efforts to improve child online protection are already
under way, their reach has been more national
than global. ITU launched the COP Initiative in
November 2008 as a multi-stakeholder effort within
the Global Cybersecurity Agenda (GCA) framework.
The initiative brings together partners from all
sectors of the global community to create a safe and

empowering online experience for children around
the world. COP was presented to the ITU Council in
2008 and endorsed by the UN Secretary-General,
Heads of State, Ministers and Heads of international
organizations from around the world.
Capacity building and a high level of awareness
is one of the principal challenges we face today.
Governments must draw up policies and strategies to
meet their developmental targets for COP purposes.
Policy-makers and regulators need to be aware of
the dangers related to the modification of personal
data or the unauthorized access to such systems.
Legislators must have basic knowledge of how Legal
Instruments map to existing technological solutions
in place. With the important role that ICTs play today
in protecting critical infrastructure and providing
services in sectors such as health, education, finance
and commerce, knowledge and know-how on the
opportunities offered by a secure cyberspace and on
the threats inherent in an insecure cyberspace are
vital to meeting national priorities.
Inadequate and inappropriate programmes for
capacity building on the basics of Cybersecurity
technologies and strategies for internet service
providers and network operators who run and
operate the networks and IT infrastructure could
pose severe threats in an environment where
networks and host are interconnected and form a
borderless and global infrastructure. Programmes
aimed at creating a level playing field in raising
basic awareness and building capacity need to be
undertaken within the framework of international
cooperation.
Inadequate Child Online Legal and Policy
Framework
Despite some pieces of legislation such as the
Electronic Communications and Transactions (ECT)
Act No. 29 of 2009, Information Communication
Technology (ICT) Act No. 15 of 2009 and the National
Child Policy of 2015, there still remains some specific
aspects of child welfare such as COP which have not
been adequately addressed by the existing policy
and legal framework. Further, inadequate national,
regional and international collaboration in promoting
child online safety has impacted negatively on the
implementation of the COP initiative.
The ECT Act has increasingly become outdated, and
risks presenting obstacles to the way the country
wants and needs to do business in this dynamic ICT
environment. In 2017, the Ministry of Transport and
Communications in collaboration with the Zambia
Information and Communication Technology
Authority (ZICTA), intended to review the Legal
and Regulatory Framework, not only to align the
Framework with international practice but also to
update the law.
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Technological advancements in the ICT sector as
well as the global move to have uniform model laws
for telecommunications have necessitated the need
for legislation which will be able to meet the needs of
the ICT sector.
Most of the legislation in Zambia has not undergone
review. The rate of technological developments has
outpaced the rate of legal and policy review which
has posed a challenge to effectively protect children
against online vices. There is need to urgently review
the legislation which is inadequate.
Cybercrime is borderless and requires forward
looking legislation to mitigate against online risks.
There is also need to harmonise laws in line with
international good practices. Currently our laws
do not allow for profiling offenders. There is lack of
adequate data protection and privacy of minors, use
of commercial services online, online advertising
targeting minors, juvenile liability, victim’s assistance,
liability of adults and guardians, safeguarding
of minors from being prosecuted. Furthermore,
there is lack of reporting mechanism that obliges
parents, teachers and caregivers in general as well
as internet Service Provider to report child abuse
material online. There are inadequate guidelines and
procedures related to the liability of Internet Service
Providers in accordance with international and
regional standards. Currently, the criminalisation
of offences related to child abuse material online is
limited to photographs and pseudo-photographs.
The Optional Protocol to the UN Convention on the
Protection of Rights of the Child which refers to
“any representation by any means” may be taken as
reference. The other best practices are:
●
●
●
●
●
●
●
●
●
●

HIPSSA Model Legislative Text on Cybercrime
Art.13-16)
Budapest Convention on Cybercrime Article 9
Child Pornography: Model Legislation and Global
Review
Child Protection Model Legislation
Best Practices in Child Protection:
African Convention on Cybersecurity
Commonwealth Model Law on Computer and
Computer-related Crime
ECOWAS Cybersecurity guide
ECOWAS Model Law
Council of Europe Convention on Cybercrime
CETS 185

There is need to harmonise definition of a Child.
The United Nations Convention on the Rights of
the child and the African charter on the Rights and
Welfare of Children have both defined a child to be
a person below the age of eighteen (18) years. It has
been observed that the impediment to successful

prosecution of Cybercrimes is the stringent
evidentiary foundation required to produce
computer generated evidence.
Inadequate and Un-harmonized Operational
Standards for Stakeholders Involved in Promotion
of Child Online Safety
Technological advancements have increased both
the monitored and unmonitored access children
have to one another. Bullying can now occur through
Mobile phone, a computer, or social media platforms.
Further, online predators usually ﬁnd children
on social networking, blogs, chat rooms, instant
messaging, email, discussion boards, and other
websites. Children are engaged in a combination
of risky behaviors which makes them vulnerable
online. Technical measures such as filtering software
plays an important role in ensuring that children are
protected from the potential risks they face online,
but these are only one part of the equation. Mobile
and Internet service providers offer an array of
technical approaches, tools, solutions and services
for parents, educators and children. The ICT industry
is expected to invest in education programs designed
to enable users to make informed decisions about
the content and services they use which include
assisting parents, caregivers and educators to guide
young children and adolescents towards safer, more
responsible and appropriate online and mobile phone
experiences. This includes signposting age-sensitive
content, but also ensuring clarity of communication
with regard to pricing of content, subscription terms
and how to cancel subscriptions.
Currently, there is a challenge from Mobile and
Internet Service providers to employ appropriate
technical measures such as age-verification, block/
allow lists, spend/time controls, filtering and
moderating to prevent underage access and exposure
to age inappropriate content or services and default
privacy settings. Further, there are inadequate
reporting tools, processes and internal procedures
to ensure compliance to laws regarding Child online
abuse. The terms and conditions for products and
services and acceptable use policies do not explicitly
state the company’s position on the misuse of its
services and consequences for misuse.
Financing of COP Programmes and Activities
The lack of coordinated funding has been one of
the greatest challenges facing the stakeholders
engaged in promoting and implementing child
online protection programmes. There is therefore,
need for sustainable financing mechanisms for
stakeholders involved in child welfare programming
and implementation.
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Obligations under Regional
and International Treaties
Child online abuses are global and require regional
and international cooperation. Countries cannot
shut down their borders to incoming cyber threats.
Cybercriminals are not and cannot be bound to
geographical locations. Laws and technological
measures can no longer be limited to national or
regional boundaries. Time and geography are no
longer barriers to where and when these attacks
can be launched and where the victims could be
located. Attempts to try to solve these challenges at
the national or regional levels are insufficient. Legal
and technical measures operating at national and
regional levels are necessary but not sufficient to
address these global challenges.
Currently, there is no Regional and International
collaborative framework in Zambia to deal with
COP issues. There is need to put in place a Regional
and International collaborative framework to deal
with COP in a holistic and coherent manner and
build consensus in promotion of online safety, data
sharing, safeguarding best interest of Children,
mitigate against online abuse and exploitation
and implement global commitments aimed at the
protection of children online.
A number of International Child Welfare Protocols
and Agreements have been signed but are yet to
be domesticated or implemented. There are also
inadequate Legal Instruments to encourage other
stakeholders to participate in the promotion of
child online protection programmes. Some of the
agreements and protocols as well as their status are;
●
●
●

●
●

1990 African Charter on the Rights and Welfare
of the Child
1989 United Nations Convention on the Rights of
the Child
2006 United Nations Convention on the Rights
of Persons with Disabilities and Sustainable
Development Goals
African Union Convention on Cyber Security and
Personal Data Protection
ITU/UNICEF Child Online Protection Guidelines

Inadequate Technical Measures:
Many of the threats we face today, such as
malware (viruses, worms and Trojans), are due to
a wide range of issues including vulnerabilities

in software applications that are exploited in
order to gain unauthorized access to information
and communication systems. As access to
information is facilitated by the borderless nature
of the information society, so is access to vulnerable
software applications and systems.
While the industry is well organised for addressing
vulnerabilities in security software through a
number of standards, accreditation schemes and
certification, not much is being done to address
the shortfall of applications on which many users,
businesses, companies and governments rely for
the delivery of services, some of which are critical
in domains such as health, finance, commerce and
public administration.
There are regional and national initiatives to
address the challenges related to standardising
methods of accreditation for software applications
in order to reduce their vulnerabilities and make
it safer for access to the information society. It is
therefore important to put in place a framework of
International Cooperation for Accreditation Schemes,
Protocols and Standards, in order to address security
vulnerabilities exploited today by cybercriminals to
gain access and control to information systems and
data.
There are inadequate technical procedures, standards
and solutions on online safety. Further, there is lack
of integration of reporting systems and mechanisms
to capture and keep statistical data on child online
protection incidents and trending risks. Inadequate
technical measures to establish a Safe and Age
appropriate environment such as implementation
of technical measures – age verification/block/allow
lists/speed/time controls, filtering and notices, and
classification of content in line with the legal and
regulatory framework and Acceptable Use Policies.
There is lack of nation-wide filtering (at ISP Level) on
COP threats and lack of a portal for reporting any
COP-related threats e.g. bad URLs and sites. The
above shortfalls can delay the achievement of a
Smart Zambia and other government ICT related
initiatives. It is therefore, critical that technological
measures that support these initiatives are put in
place. “A safe and secure cyberspace for all children
in Zambia”.
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Lack of Protection for Children with disabilities
Children with disabilities face risks online in many
of the same ways as children without disabilities,
but they may also face specific risks related to their
disabilities. These children often face exclusion,
stigmatization, and barriers (physical, economic,
societal and attitudinal) to participating in their
communities. The experiences can contribute to a
child with a disability seeking out social interactions
and friendships in online spaces, which can be
positive, build self-esteem and create support
networks. However, it can also place them at greater
risk for incidents of grooming, online solicitation,
and/or sexual harassment – research shows that
children experiencing difficulties offline and those
affected by psychosocial difficulties are at heightened
risk for such incidents.
Overall, children who are victimised offline are
likely to be victimised online. This places children
with disabilities at higher risk online, yet they have a
greater need to be online. Victimization can include

bullying, harassment, exclusion, and discrimination
based on a child’s actual or perceived disability, or on
aspects related to their disability such as the way that
they behave or speak, equipment or services they
use. Perpetrators of grooming, online solicitation,
and/or sexual harassment towards children with
disabilities can include not only offenders who target
children, but also those who target children with
disabilities. Some children with disabilities may face
difficulties in using, or even exclusion from online
environments due to inaccessible design (e.g. apps
that don’t allow text size to be increased), denial
of requested accommodations (e.g. screen reader
software or adaptive computer controls), or the need
for appropriate support (e.g. coaching in how to use
equipment, one on one support to navigating social
interactions).
In relation to the contract risk or signing the terms
and conditions, children with disabilities are at
higher risk of accepting legal terms that sometimes
not even adults can understand.
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Chapter Three: Vision and Rationale
3.0 Vision
“A safe and secure cyberspace for all children
in Zambia”

●

3.1 Rationale

●

The Development of the National COP Strategy
has been necessitated by the need to address the
persistent and emerging child welfare online risks
through enhanced policy, legal, institutional reforms
as well as multi-stakeholder collaboration. Further,
the formulation of the strategy draws its necessity
in view of the following prevailing developments in
usage of ICTs:

●

●

The need to have a deliberate strategy for
minimising the impact of cyber threats
to the child;
To develop a well-coordinated approach to dealing
with online risks and illicit content and their
impact on the child;
To implement international best practice and
various measures for effectively fighting abuses
against children in the cyberspace; and
To align and act as a tool for effectively
implementing the National Child Policy of
2015 as well as the Government’s aspirations
and priorities pertaining to the welfare and
development of children.
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Chapter Four: Guiding Principles
4.0 Guiding Principles
underlying the Strategy
The National COP Strategy is an essential integral
part of the National Child Policy. The COP strategy
is a multi-sectoral framework which recognises
the different roles and responsibilities of each
stakeholder for responding to the concerns and
needs of all children and avoid duplicity. Therefore,
the principles upon which the National COP strategy
is founded are as follows:a) Non-discrimination
Every child shall have the right to access quality safe
and secure ICTs education and other social services
regardless of their sex, physical condition, rural or
urban, vulnerable or not, orphaned or not, in school
or out of school.
b) Best Interest of the Child
In all processes that have a bearing on children,
the best interest of the child shall be the primary
consideration.
c) Human Rights-Based Approach
The Strategy is premised on the human rights-based
approach that seeks to improve, safeguard and
focuses on the rights of children for their wellbeing.

Fostering these rights shall be the primary obligation
for all duty bearers.
d) Core Cultural Values and Practices
Approaches to programming and development of
interventions for children will consider supporting
core cultural and religious values and practices of
communities and the Zambian society.
e) Child Participation
All children will participate in the development
process, particularly in affairs that affect them in
order to prevent social exclusion. Involving children
is part of the solution that will seek their opinions at
every step during the strategy formulation, planning,
programming, implementation and monitoring and
evaluation.
f) Decentralised and Holistic Service Delivery
This strategy recognises the need to link child
welfare and development programming at local
level. The province, district, and community level
structures will be strengthened to ensure quality
and sustainable provision of services to all children
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Chapter Five: Objectives and Strategies
5.0 Objectives and Strategies
In order to attain the Vision on COP, the following
strategy objectives and measures shall be pursued
and implemented: Objective 1: Organisational Structures/
Institutional Framework
To facilitate the establishment of an institutional
framework that promotes online safety and
protection of children.

Objective 3: Legal and Regulatory Framework
To facilitate the review, harmonisation and
enactment of laws that will promote a safer and
secure online environment for children.
Strategies
●
●

Strategies
●
●
●
●

●

●

●
●

Establish a multi-stakeholder Committee on COP;
Coordinate development and implementation of
COP programmes in the country;
Coordinate mobilisation and utilisation of
resources for COP programmes;
Establishment of a centre for coordinated
reporting and resolution of cybercrime crimes
and related complaints;
Develop a programme for promotion of positive
content for better empowerment of children on
the internet through various available channels;
Establish a one-stop online resource centre with
age-appropriate guidance and advice for children,
teachers and parents;
Develop a collaborative framework with various
stakeholders including academia;
Facilitate the establishment and utilisation
of counselling, rehabilitation and clinical care
centres for victims of child abuse related matters.

Objective 2: Capacity Building and Awareness
Raising
To promote the development of comprehensive
capacity building and advocacy programs for
enhanced child online safety interventions.
Strategies
●

●
●

●

●

Develop and implement capacity building
and advocacy programmes for schools and
communities;
Draw up a roadmap for COP awareness campaign;
Publish periodic studies on COP that will among
other things include age and gender disaggregated
evidence on Zambian children’s online activities,
risks and opportunities;
Develop age and gender appropriate awareness
programmes that focuses on the threats and
guidelines that are specific to that age groups and
gender;
Promote digital technology as a mode for
increasing civic engagement.

●
●

Domesticate UNICEF/ITU COP guidelines into
laws;
Harmonise SADC Model Laws (Cyber Security
and Cyber Crime, Data Protection and Electronic
Commerce Bills);
Harmonise the AU Convention on Cyber Security
and Personal data protection;
Harmonise other appropriate national, regional
and international legal Instruments and Treaties
on COP.

Objective 4: Regional and International
Cooperation
To establish and strengthen regional and
international collaboration with relevant agencies
on COP.
Strategies
●

●

Develop a partnership framework for regional
and
international
collaboration
on
the
implementation of the COP Strategy;
Draw up a programme for participation at
regional and international events towards
the actualisation of regional and global COP
commitments.

Objective 5: Technical and Procedural Measures
To provide input pertaining to technical matters,
procedures, standards and solutions on COP policy
matters.
Strategies
●
●

●

Adopt and domesticate technical procedures,
standards and solutions on child online safety;
Establish an Industry Technical Committee for
addressing issues of industry standards and
mechanisms on child online safety;
Conduct research and gather industry intelligence
data in collaboration with industry stakeholders;
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Chapter Six: Implementation Framework
6.0 Introduction
The lead institution responsible for implementation
of the National COP Strategy shall be the Ministry
of Transport and Communications working in close
collaboration with the Ministry of Youth, Sport and
Child Development who are the overall custodian of
the National Child Policy.

Ministry of Community Development
and Social Services
Shall be responsible for the provision and
coordination of COP programmes and other
appropriate social protection interventions for all
children;
Ministry of Justice

6.1 Institutional Framework
The Ministry responsible for ICTs shall play a leading
role in coordinating the implementation of the
National COP Strategy. Working in collaboration
with key stakeholders, the Ministry shall facilitate
creation of a platform for stakeholder engagement in
order to enhance coordination in the implementation
of the Strategy. The primary roles to be played by key
stakeholders during implementation of the Policy
have been outlined as follows:
The Ministry of Transport and Communications
Shall provide policy and legal framework for
effective development and implementation of COP
programmes;
Office of the Vice President
Shall ensure that children in child online abuse
situations are given priority and their interventions
are instituted urgently;
Management Development Division (MDD)
Shall facilitate the development of strategic plans
and organisational structures in public institutions
that are child online abuse responsive;
Policy Analysis Coordination (PAC) Division
Shall continue facilitating the formulation and
review of child online abuse responsive policies;
Ministry of Finance
Shall be responsible for coordination of resource
mobilisation required for implementation of child
development programmes and child protection
rights in particular and ensure COP budget lines are
created in key ministries;

Shall working with the lead COP strategy
implementing institutions, facilitate for the review
and development of an effective legal framework
taking into consideration national, regional and
international standards and best practices;
Ministry of Health
Shall be responsible for the provision of healthcare
and health educational needs of children in online
abuse situations;
Ministry of Chiefs and Traditional Affairs
Shall in collaboration with the traditional and
community leadership be responsible for ensuring
that children in the rural areas and chiefdoms are
sensitised and trained on COP issues and National
values;
Ministry of National Development Planning
Shall ensure that National Development Plans
reflect the aspirations of child online protection
programmes are mainstreamed;
Ministry of National Guidance and Religious
Affaires
Shall in collaboration with church mother bodies,
Faith Based Organisations, Community Based
Organisations and other religious organisations
be responsible for ensuring that children uphold
national and religious values as well as other
interventions relevant for imparting upright morals
on the child;
Central Statistical Office
Shall serve as a source of data for specific child online
protection indicators and provide technical support
in special COP surveys;
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Ministry of Youth, Sport and Child Development
Shall take a lead in coordinating implementation of
child welfare and related child rights;
Ministry of General Education
Shall be responsible for ensuring the mainstreaming
of COP programs in schools and educational
institutions;
Ministry of Information and Broadcasting
Services
Shall
coordinate
the
development
and
implementation of an advocacy and sensitisation
program on COP for the print and non-print media
based on the principles of information, education
and entertainment;
Zambia Information and Communications
Technology Authority (ZICTA)
Shall be responsible for overall regulation of the ICT
sector to ensure the creation of a safer and secure
cyberspace;
Independent Broadcasting Authority
Shall be responsible for regulating content for
broadcasting institutions to ensure COP appropriate
content is disseminated by media houses;
Ministry of Home Affairs
Shall ensure that Immigration Department, DEC,
ACC and Zambia Police Service Officers are trained
in COP as well as introduce COP Curriculum at their
training institutions;

shall ensure that mechanisms for reporting and
prosecuting illegal content found on the Internet
and other child related cybercrimes are established
and publicised to the general population;
Cooperating Partners (CPs)
Shall continue providing substantive technical and
financial support to ensure effective implementation
of child welfare programmes;
UNICEF
Shall in collaboration with other CPs provide material
and technical support during implementation of
COP programmes;
Civil Society Organizations (CSOs)
Shall compliment Government efforts towards
the programming and implementation of COP
programmes and activities;
Service Providers and other Industry Players
Shall compliment regulating agencies and
other players in ensuring COP programmes are
implemented through establishing mechanisms
of prohibiting online activities that poses risks to
children online;
Public Internet Access Points
Shall ensure safer internet usage guidelines are
displayed and communicated to internet users in
addition to the provision of technical solutions to
restrict access to illegal online content.

Zambia Police (ZP)
Shall be the lead law enforcement agency and in
collaboration with other law enforcement agencies
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6.2 Legal Framework
This National COP Strategy will be complemented
by various Acts of Parliament and Polices, which
include but not limited to the following:The Constitution of Zambia, Cap 1 of the Laws
of Zambia
The Constitution is the supreme law of Zambia and if
any other law is inconsistent with the Constitution
that other law shall, to the extent of the inconsistency,
be void.
Anti-Gender Based Violence Act No. 1 of 2011
Provides for the protection of victims of genderbased violence, especially women and girl children.
Anti-Human Trafficking Act No. 11 of 2008
Provides for the prohibition, prevention, and
prosecution of human trafficking.
The Juvenile Act CAP 53 of the laws of Zambia
Provides for the prevention of cruelty to children; and
provision of custody and rehabilitation of children in
need of care.
Probation of Offenders Act (Cap 93)
Provides for the provision of custody and protection
of children in conflict with the law.
The Education Act No. 23 of 2011

Human Rights Commission CAP 48
of the Laws of Zambia
Protect Human Rights of children and punishment
of perpetrators of Human Rights abuses
Penal Code Act CAP 87 of the Laws of Zambia
Provides for the protection of children from all forms
of abuse.
The Immigration and Deportation Act
No.18 of 2010
Provides for the consolidation of the law relating
to immigration, promote a human rights based
approach and culture in respect of immigration
controls and regulate the entry, exit and remaining
within Zambia of immigrants and visitors.
Electronic Communications and Transactions Act
No. 21 of 2009
To provide safe and secure online environment.
Prisons Act CAP 97 of the Laws of Zambia
Provides for the establishment of prisons, for a
prison service, for the discipline of prison officers,
for the management and control of prisons and
prisoners lodged therein; to provide for youth
corrective training Centres and extra- mural penal
employment; to provide for compulsory after care
orders; and to provide for matters incidental to or
connected with the foregoing.

Promoting gender balance and equity in education
institutions; and protection against Gender based
violence in education institutions.

The Independent Broadcasting Act No. 17 of 2002

Information and Communication Technologies
Act No.15 of 2009

The National ICT Policy 2006

Facilitate access to ICTs; Protection of rights and
interests of ICT consumers especially children.
Persons with Disabilities Act No.6 of 2012
Provide for participation with equal opportunities
in national development; and ensure accessibility to
physical, socioeconomic, health, education, cultural,
and ICT facilities and services for persons/children
with disabilities.

Provides for the regulation of broadcasting and
diffusion services.

The National ICT Policy of 2006 emphasizes the
creation of an innovative, market responsive, highly
competitive, coordinated and well-regulated ICT
industry. The Policy envisions an information and
knowledge-based society and economy supported by
consistent development of, and pervasive access to
ICTs by all citizens by 2030.
National Child Policy of 2015
The National Child Policy of 2015 is aimed at
addressing the development and welfare of children
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in Zambia. It addresses issues such as increased
household poverty, child labour, child trafficking,
children born with HIV, and child abuse in its various
forms that have had an impact on child survival,
development and protection.

ratified by 188 states. The Convention protects
children from all forms of exploitation and abuse
and discrimination of any kind and ensures that
the child’s best interest should be the primary
consideration in any matters affecting them.

In addition, the plan has contributed to a number
of National Development Plans that have been
formulated and are being implemented, such as the
Vision 2030. The revised National Child Policy takes
into account current developments in order to meet
Government’s aspiration of creating an enabling
environment for child welfare and development.

Effective implementation of the National COP
Strategy is dependent on sustainable financing
and availability of human and material resources.
For effective resource mobilisation, the Ministry
responsible for Public Finance shall be responsible
for mobilisation and timely disbursement of funds
as budgeted for in the National Budget to facilitate
timely implementation of planned programmes.
Accountability, reporting and tracking systems
shall be enhanced for effective programme
implementation.

Convention on the Rights of Children
This is an international Treaty adopted in 1979
by the United Nations General Assembly. It came
into force on 3 September 1981 and has been
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Further, Ministry of Transport and Communications
in collaboration with the Ministry responsible
for Finance shall explore alternative resource
mobilisation mechanisms to facilitate effective
implementation
of
the
Strategy.
Through
enhanced
stakeholder
collaboration,
several
resource mobilisation strategies shall be identified
and prioritised. Government financing will be
complemented by other funding sources from the
private sector, CPs and other relevant stakeholders.

and
Non-Governmental
Institutions
annual
programming. For effective Monitoring and
Evaluation Mechanism, the Ministry shall amongst
others undertake to:
●
●

●

6.4. Monitoring and Evaluation

●

The Ministry in collaboration with the Ministry of
Youth, Sport and Child Development will spearhead
implementation, monitoring and evaluation of the
National COP Strategy. The Ministry will create
a platform for stakeholder engagement during
implementation of Strategy and will endeavour
to promote mainstreaming COP in public, private

●
●
●

Prepare the National COP Implementation Plan;
Prepare a Monitoring and Evaluation framework
for the National COP Strategy which will provide
for periodical reviews of the implementation
progress;
Develop COP Monitoring and Evaluation Tools
and Key Performance Indicators (KPIs);
Develop a National Management Information
System for COP;
Build capacity for Monitoring and Evaluation of
COP programmes;
Prepare routine and periodic programme
implementation reports; and
Provide for a dedicated Monitoring and Evaluation
Budget line in the National Budget.

National Child Online Protection Strategy

25

National Child Online Protection Strategy

26

National COP Strategy Key
Performance Indicators
Outcome Indicators
Broad Strategy/
Intervention
Promote the
development of
comprehensive capacity
building and advocacy
programmes for
enhanced child online
safety interventions
Promote the
participation of children
in COP activities at all
levels
Establish a centre for
coordinated reporting
and resolution of cybercrime and COP related
complaints
Strengthen COP
compliance and
enforcement

Promote the utilization
of counselling,
rehabilitation and
clinical cares services for
victims of COP
Facilitate the review,
harmonization and
enactment of laws that
will promote a safer
online environment for
children
Harmonize regional
and international
legal instruments and
treaties on COP
Develop a framework
for regional and
international
collaboration on the
implementation of the
COP strategy
Formulate technical
standards, procedures,
guidelines and solutions
on COP
Facilitate the
development of practical
tools and usage to
minimize online risks

1
2
3

Indicator
% increase in COP
standards compliance
levels by educational
institutions
% increase in awareness
levels on COP

Baseline
0

Baseline Year
2018

2020 – 2024 Target
90% of educational
institutions compliant
to COP standards

52.9%

2018

90% awareness levels on
online risks

No. of children
participation in COP
activities at all levels

0

2018

% increase in awareness
levels of cyber-crime
and COP complaint
reporting mechanisms

54.3%

2018

At least 30% increase
in participation by
children in COP
activities at all levels
80% awareness levels
of cyber-crime and
COP related complaints
reporting mechanisms

No.of cases reported

461,859

2018

At least 50% increase in
cases reported

No. of cases resolved

386,087

2018

% of cases prosecuted

0

2018

% increase in
0
the utilization
of counselling,
rehabilitation and
clinical care services for
victims of COP
No. of laws enacted with 0
COP related provisions

2018

90% of reported cases
resolved
50% of reported cases
prosecuted
50% utilization
of counselling,
rehabilitation and
clinical care services for
victims of COP

2018

4 laws enacted with COP
related provisions.1

No. of Regional and
International treaties
ratified / domesticated
treaties on COP
No. of Agreements and
MoUs signed

2

2018

1 regional treaty
adopted, ratified and
domesticated 2

2

2018

8 Agreements and
MoUs3

2018

90% of ECN/S providers
compliant to COP
technical standards

2018

80% usage of technical
tools by households

% increase in compliance 0
levels by ECN/S
providers to COP
technical standards
% increase in usage
54%
of technical tools by
households to minimize
online risks

Data Protection laws Cybersecurity and Cybercrime law Electronic commerce law Children’s code law
African Union Convention on Cybersecurity and Personal Data Protection
Child Help Line International, UNICEF, ECPAT, IWF, GSMA, Interpol, Facebook and Google
National Child Online Protection Strategy
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COP Strategy Implementation
Plan – 2020 to 2024
Organisation Structures
Annex 2: Output Indicators
Annual Targets
Strategic
Objective
To facilitate the
establishment of
an institutional
framework
that promotes
online safety
and protection of
children;

Strategies
Establish a
multi-stakeholder
Committee on
COP;

Schedule of
Activities
Stakeholder
mapping

Baseline
Year
2018

2020 2021
1
0

Annual COP Forum 0
(ACOPF) in place

2018

1

Stakeholder COP
implementation
Progress Reports

0

2018

2

Output Indicator
Multi-stakeholder
COP Committee
with TORs in place

Baseline
0

2022

2023

2

2

Preparation of
TORs for the
Committee
Appointment
of Committee
Members

Coordinate
development,
mainstreaming
and
implementation of
COP programmes
in the country;

Create platform
for coordinated
stakeholder
engagement
on annual COP
programming;
Review multistakeholder
progress on
implementation of
COP programs

Coordinate
mobilisation
resource for COP
programmes;

Undertake
Baseline Survey
baseline survey on Report
implementation of
COP programmes

0

2018

Advocate for
mainstreaming
of COP activities
in stakeholders
annual workplans
and budgets

No. of stakeholders
with COP annual
budget lines

1

2018

3

5

10

15

Lobby Cooperating
Partners through
the ACOPF to
finance COP
programs

No. of CPs
committing to
finance COP
programs and
activities

1

2018

3

5

7

Preparation of
project financing
proposals by
stakeholders
through ACOPF

No. of project
proposals prepared

1

2018

1

5

10

2

1

Lead
Contributing
2024 Institution Stakeholders
MTC
MYSCD, MoJ,
MoHA, MG,
MoH, MIBS,
ZAPD, PTA,
MoGE, MCDSS,
MIBS, MoFA,
MoF, MoCTA,
SZI, MNDP,
MNGR, UNESCO,
UNICEF, PIAP,
MTC, LLCL, IBA,
MoHE, ZICTA, ZP
IBA, GSMAOZ,
CSOs, CSO, EIZ,
ICTAZ
MTC
MYSCD, MCDSS,
ZICTA, CPs,
CSOs, MoHA,
MoF, MNDP,
MIBS
2

MYSCD

MTC, MCDSS,
ZICTA, CSOs,
MoHA, UNICEF,
UNESCO, MoH,
ZAPD, MIBS,
MoF, MoH,
MoFA, MoJ,
MoCTA, MNDP,
MNGR, MoH,
CPs, ECNS

MTC

MoF, MYSCD,
MCDSS, CSO,
CSOs, ZICTA,
CPs, UNICEF,
UNESCO, ZAPD,
MNDP

20

MYSCD

MOF, MYSCD,
MCDSS, ZICTA,
MTC, CPs, MoF,
MIBS, MoJ,
MoCTA, MNDP,
SZI, MNGR,
MoHA, MoGE,
ZAPD, MoH

8

10

MTC

15

20

MTC

MOF
MYSCD MCDSS
ZICTA
CPs
UNICEF, MoGE,
MIBS, CPs, ZAPD
MoF, MYSCD,
MCDSS, ZICTA,
CSOs, CPs, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA

1
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Promote
development
of school and
community
advocacy
programmes;

Establish a centre
for coordinated
reporting and
resolution of
cybercrime and
COP related
complaints;

Undertake an
institutional level
survey on COP
in the education
sector

% of educational
institutions
compliant to COP
KPIs

0

2018

40%

Preparation of
Standardized TORs
standardized TORs for ICT school clubs
for school ICT clubs

0

2018

1

Formation of ICT
school clubs

No. of ICT school
clubs established

100

2018

200

Appointment of
Provincial COP
focal points

No. of Provincial
COP focal points
appointed

0

2018

10

MYSCD

Appointment of
District COP focal
points

No. of district
COP focal points
appointed

0

2018

109

MoGE

Develop
Standardized TORs
Standardized ToRs for reporting COP
for reporting COP Matters in place.
Matters.

0

2018

1

MYSCD

Develop
Standardized
procedures for
reporting COP
Matters

Standardized
procedures for
reporting of COP
Matters in Place.

0

2018

1

MYSCD

% increase in
awareness levels
of cyber-crimes
and COP related
complaints
reporting
mechanisms

30%

2018

Implement global
COP index

COP index adopted

0

2018

Develop a
centralised
database for
Management
of COP related
matters.

COP database for
in place

0

2018

1

MoHA

MTC, MYSCD,
MCDSS, ZICTA,
UNICEF, ZP,
LLCL, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA

Create an
integrated national
Hotline for COP
related cases

Integrated national 0
Hotline for COP
related cases in
place

2018

1

MTC

Enhance a
National COP
online reporting
portal

National COP online 1
reporting portal in
place

2018

1

ZICTA

MTC, MYSCD,
MCDSS, ZICTA,
UNICEF, ZP,
LLCL, DMMU,
MoHA, NPA, SZI,
ECNS, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
CSO, MTC,
UNICEF, GSM,
IBA, UNESCO,
MoHA, LLCL,
ZP, MoGE, ECNS,
MoJ, NPA, SZI,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA

40%

National Child Online Protection Strategy
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60%

70%

80%

90%

ZICTA

ZICTA

300

400

500

600

ZICTA

50%

60%

70%

80%

MYSCD

1

1

1

1

ZICTA

CSO, MoGE,
MTC, UNICEF
CSOs, UNESCO,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MoGE, MYSCD,
MTC, UNESCO,
UNICEF, LLCL,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MoGE, MTC,
UNICEF, LLCL,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
ZICTA, MTC,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZICTA, MTC,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MTC, ZICTA,
MCDSS, UNICEF,
ZP, CSOs, LLCL,
NPA, ECNS,
MoF, MG, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MTC, MCDSS
UNICEF, ZICTA,
ZP, CSOs, CPs,
UNESCO, NPA,
ECNS, MG,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA, ZABS
MTC, MCDSS,
UNICEF, ZICTA,
ZP, CSOs, CPs,
UNESCO, NPA,
MoCTA, MOJ,
ZAPD, MIBS,
ECNS, ZAPD,
MoH, MG,
MTC, MYSCD
MCDSS, UNICEF,
ZP, LLCL, CPs,
CSO, CSOs,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA

Develop a
programme for
promotion of
positive content
for better
empowerment of
children on the
Internet through
various available
channels;

Undertake an
institutional level
survey on COP for
the ICT industry

% of ICT service
1
providers compliant
to COP KPIs

2018

Develop
Information,
Education and
Communication
(IEC) Materials.

No. of IEC materials 5
produced

2018

7

15

20

3

2018

5

7

15

Engage CDC on
Revised ICT school 0
the revision of the training curriculum
school curriculum
to incorporate COP
related topics

2018

1

1

MoGE

1

1

MoHA

1

ZICTA

Develop toolkits for Toolkits for
Children, Parents Children, Parents
and Educators.
and Educators
produced

1

Engage ZP on the
Revised ZP training 0
revision of the
curriculum
school curriculum
to incorporate COP
related topics
Establish a
one-stop online
resource centre
with ageappropriate
guidance and
advice for children,
teachers and
parents;

Preparation of
project financing
proposals to
secure funds for
establishing the
National Online
Resource Centre

No. of project
proposals prepared

0

2018

1

Establish a
One-stop online
Resource Centre

One-stop online
resource centre
established

0

2018

1

0

2018

To facilitate
Develop COP
% completion
establishment
National checklist to COP National
of COP National
indicator
checklist
checklist Indicator
indicators

30

50

70

1

ZICTA

25

30

MoGE

20

30

MoGE

90

100

CSO, MTC,
UNICEF, GSM,
IBA, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MTC, MYSCD,
MIBS, MNGRA,
IBA, ZICTA,
MNGRA, MoCTA
CSOs, CPs,
UNESCO,
UNICEF, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZICTA, MoCTA,
MNGRA, MTC,
UNICEF, LLCL,
CSOs, UNESCO,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
ZICTA, MoCTA,
MNGRA, MTC,
UNICEF, LLCL,
UNESCO, CDC,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MTC, MCDSS,
MoGE, UNICEF,
ZP, ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MTC, MCDSS,
MoGE, UNICEF,
ZP, LLCL, ISPAZ,
CSOs, CPs,
UNESCO, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA

ZICTA

MTC, MYSCD,
MoGE, UNICEF,
ZP, LLCL, ISPAZ,
CSOs, UNESCO,
MOHA, MOH,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA

ZICTA

MTC, MYSCD,
MCDSS, UNICEF,
CPs, UNESCO,
ZP, LLCL, MoHA,
MOJ, MoHE,
CSOs, CSO, NPA,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
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Develop a
collaborative
framework
with various
stakeholders
including
academia;

Promote the
establishment
of counselling,
rehabilitation
and clinical care
centres for victims
of COP abuse
related matters;

Establish a
stakeholder
collaborative
framework on COP;

Stakeholder
collaborative
framework on COP
in place

0

2018

1

Quarterly Progress Quarterly Progress 0
reports on COP
reports on COP
programs produced programs produced

2018

2

2

Preparation of
No. of project
project financing
proposals prepared
proposals to
secure funds
for establishing
the counselling,
rehabilitation
and clinical care
centres for victims
of child abuse
related matters

0

2018

1

1

Establish
counselling and
rehabilitation
centres for victims
of child online
abuse related
matters
Promote the
utilization of
counselling
rehabilitation
and clinical care
services for victims
of COP
Provide technical
support to
counselling and
rehabilitation
centres on Child
Online Protection
matters

0

2018

0

5

5

5

5

MCDSS

% increase in
0
the utilization
of counselling
rehabilitation and
clinical care services
for victims of COP

2018

10%

20%

30%

40%

50%

MCDSS

No. of counselling
0
and rehabilitation
centres provided
with technical
support COP related
matters

2018

0

5

5

5

5

MCDSS

Counselling and
rehabilitation
centres for victims
of child online
abuse related
matters in place.
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MTC

2

2

2

MTC

MCDSS

MoHE, UNESCO,
CPs, MCDSS,
MoGE, MYSCD,
ZICTA, UNICEF,
ZP, LLCL, ISPAZ,
CSOs, UNESCO,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MYSCD, MCDSS,
MIBS, MoGE,
UNICEF,
ZICTA, ZP, IBA,
GSMAOZ, CSOs,
ISPAZ , MoJ,
MoHA, MG,
MoH, MIBS,
PTA, MoGE,
MoFA, MoF,
MoCTA, SZI,
MNDP, MNGR,
UNESCO, NPA,
PIAP, UNICEF,
MTC, LLCL, IBA,
MoHE, ZAPD,
ICTAZ
MYSCD, MTC, ZP,
CSOs, MNGRA,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA

MYSCD, MTC
ZP, CSOs,
MNGRA, CPs,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MYSCD, ZP,
CSOs, MNGRA,
CPs, LLCL, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MYSCD, MTC,
ZP, SOs, MNGRA,
CPs, LLCL, MoF,
ESOS, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA,
CHMH

COP Strategy Implementation
Plan – 2020 to 2024
Capacity Building and Raising Awareness
Annual Targets
Strategic
Objective
To promote the
development of
comprehensive
capacity building
and advocacy
programs for
enhanced child
online safety
interventions.

Strategies
Draw up a roadmap
for COP awareness
campaign

Develop and
implement
capacity building
and advocacy
programs for
schools and
communities;

Schedule of
Activities
Preparation of
COP awareness
programme

Preparation of COP
capacity building
plan

Output Indicator
No. of Provincial
community
sensitization
workshops
undertaken

Baseline
0

Baseline
Year
2018

No. of District
community
sensitization
workshops
undertaken

0

2018

No. of Television
Programmes aired
on COP matters

12

2018

No. of Provincial
0
Road Shows on COP
undertaken

No. of Radio
Programmes

2020
4

2021
10

2022
10

2023
10

30

50

20

5

20

25

30

2018

1

10

10

10

18

2018

25

35

45

55

No. of provincial
outreach
programmes

3

2018

3

10

10

10

No. of COP
school awareness
programmes
undertaken

0

2018

40

100

200

300

National Primary
Secondary COP
quiz Competition
undertaken

0

2018

2

2

2

2

% increase in
awareness levels
on COP

40%

2018

50%

60%

70%

80%

No. of Provincial
COP focal points
trained

0

2018

10

10

10

No. of District COP 0
focal points trained
(MYSCD).

2018

30

50

20

Lead
Contributing
2024 Institution Stakeholders
10
MTC
ZICTA, MCDSS,
MoHE, FBOs,
MG, MYSCD,
MoGE, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA,
UNICEF, ZP,
IBA, GSMAOZ,
CSOs, MNGRA,
18
MTC
ZICTA, MYSCD,
MoJ, MoHE,
MYSCD, MG,
MoGE, MIBS,
MoHA, MoCTA
MoH, CSO,
ZAPD, ZANIS,
MNGRA, FBOs,
35
MTC
ZICTA, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA CSOs,
MoG, MNGRA,
ZP, MG, MYSCD,
ZAPD
10
MTC
ZICTA, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA, MG,
CSO, ZANIS,
MNGRA, ZAPD,
FBOs, MYSCD
60
MTC
ZICTA, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA, CSOs,
MNGRA, ZAPD,
MoCTA, ZANIS,
MG, MYSCD,
10
MTC
ZICTA, MoGE,
MIBS, MoJ,
ZAPD, MoH,
MoHA, MoCTA,
CSOs, ZANIS,
FBOs, MG,
MYSCD,
400 MTC
ZICTA, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA, MG,
MYSCD, ZAPD
2
MTC
ZICTA, MYSCD,
CSOs, CPS,
ZAPD, ECNS,
MG, ZAPD,
MYSCD, MoGE
90% MTC
ZICTA, MYSCD,
MoGE, MIBS,
MoJ, MoH,
ZAPD, MoHA,
MoCTA CSOs,
CPs, UNICEF,
UNESCO
10
MTC
ZICTA, MYSCD,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA,
MCDSS, CSOs,
ICTAZ, GSMA,
SZI, MNGRA,
FBOs, ZP, MG,
ZAMSTATS
18
MTC
ZICTA, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA, SZI,
MCDSS, ZAPD,
MYSCD, CSOs,
ICTAZ, GSMA,
FBOs, MG
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No. of Provincial
Child Protection
Law Enforcement
Officers/Expert
Witness/Agencies
Trained

Promote digital
technology as a
mode to further
positive civic
engagement

0

2018

20

20

20

20

20

MoHA

No. of Provincial
0
and District
Child Protection
Committees trained

2018

15

45

55

65

75

MYSCD

Workshop with
0
Parliamentarian
select Committee on
children

2018

1

No. of Provincial
0
Magistrates/Judges
trained

2018

20

20

20

20

MTC

No. of Child
Online protection
counsellors trained

0

2018

40

60

80

100

MCDSS

No. of ICT service
providers trained

0

2018

25

No. of school ICT
clubs trained

0

2018

100

Domesticate
Domesticate COP
guidelines for
guidelines for
parents, guardians, parents
educators, children
and industry

COP guidelines
for parents
implemented

Domesticate COP
guidelines for
Children

COP guidelines
for children
implemented

Domesticate
COP guidelines
for educators
implemented

COP guidelines
for educators
implemented

No of Parent
organizations
certified in Digital
literacy skills

0

0

20

MYSCD

25

150

200

ZICTA

250

ZICTA

2018

1

MTC

2018

1

MTC

2018

1

MTC

0

20
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1

100

150

200

250

ZICTA

SZI, MCDSS,
ZICTA, MTC,
CSOs, ICTAZ,
GSMA, ZP,
UNICEF, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoCTA
SZI, MCDSS
ZICTA, MTC,
CSOs, ICTAZ,
GSMA, ZP,
FBOs, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
SZI, MCDSS
ZICTA, MTC
CSOs, ICTAZ,
GSMA, ZP
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
SZI, MYSCD,
MCDSS, ZICTA,
MTC, CSOs,
ICTAZ, GSMA,
NPA, UNICEF,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MYSCD, ZICTA,
MTC, CSOs,
FBOs, ZAPD,
MoHE, MIBS,
MoJ, MoH,
MoHA, MoCTA
SZI, ZICTA,
MTC, ICTAZ,
GSMA, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MoGE, SZI,
ZANEC, MTC,
ICTAZ, GSMA,
UNICEF, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MoGE, SZI,
MYSCD, ZICTA,
ICTAZ, CSOs,
UNICEF, CPs,
UNESCO, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MoGE, SZI
MYSCD, ZICTA,
ICTAZ, CSOs,
UNICEF, CPs,
UNESCO, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
SZI, MYSCD,
ZICTA, ICTAZ,
CSOs, UNICEF,
CPs, UNESCO,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MTC, MYSCD
MCDSS, CPs,
UNICEF, ZP,
UNESCO, CSOs,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA

Promote digital
technology as a
mode to further
positive civic
engagement

Develop Digital
Literacy skills
certification
programme

Digital Literacy
skills certification
programme
implemented

0

2018

0

Develop online
codes for schools

0

0

2018

Develop calendar
for COP events/
commemorations

0

0

2018

500

1

600

700

800

900

ZICTA

1

1

1

1

MTC

1

1

1

1

ZICTA

MTC, MYSCD,
MCDSS, CPs,
UNICEF, ZP,
UNESCO, MoJ,
CSOs, MoHA,
ZAPD, MoGE,
MIBS, MoH,
MoHA, MoCTA
SZI, MYSCD,
ZICTA, CDC,
ICTAZ, CSOs,
UNICEF, CPs,
UNESCO, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MYSCD, MTC,
MCDSS, CSOs,
UNICEF, ICTAZ,
UNESCO, ZAPD,
MoGE, MIBS,
MoJ, MoH, CPs,
MoHA, MoCTA

COP Strategy Implementation
Plan – 2020 to 2024
Legal Measures
Annual Targets
Strategic
Objective
To facilitate
the review,
harmonisation and
enactment of laws
that will promote
a safer online
environment for
children.

Schedule of
Strategies
Activities
Domesticate ITU
Incorporate Child
Child Online
Online protection
Protection
provisions
guidelines for
into consumer
industry into laws; protection
guidelines
Harmonise SADC Enact
Model Laws
Cybersecurity and
(Cyber Security
cybercrime bill
and Cyber Crime,
Data Protection
and Electronic
Commerce Bills);
Ratification of the Ratification of the
AU Convention
AU convention
on Cyber Security of cyber Security
and Personal data and Personal data
protection;
protection

2020 2021
1

2022

2023

Lead
2024 Institution
ZICTA

0

2018

1

MTC

AU convention
of cyber Security
and Personal data
protection ratified

0

2018

1

MTC

MoFA, ZICTA,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
ZICTA, SZI,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA,
ZICTA, SZI,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZICTA, SZI,
MYSCD,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MoFA, ZICTA,
MYSCD, MoH,
MCDSS, ZAPD,
MoGE, MIBS,
MoJ, MoHA,
MoCTA
MoFA, ZICTA
MYSCD, MoH,
MCDSS, ZAPD,
MoGE, MIBS,
MoJ, MoHA,
MoCTA
MTC, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA

Data protection Act 0

1

MTC

Electronic
commerce Act

1

MTC

Enact laws with
COP related
provisions

No. of Laws Enacted 0
with COP related
provisions

2018

3

1

Lists of conventions 0
that require
ratification

2018

1

1

1

MTC

No. of Regional
and International
Treaties ratified
and domesticated
on COP

2018

1

1

1

1

MTC

2018

1

1

Establish COP
child offender
database

Compilation of
lists of conventions
that require
ratification

COP offenders
database

Contributing
Stakeholders
MTC,ECNS,
MoHA, MoCTA,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
ZICTA, SZI,
MYSCD, MoHA,
MoCTA, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA

Cybersecurity and
cybercrime Act

Domestication of
Enact Data
the AU Convention protection bill
on Cyber Security
and Personal data
protection;
Enact Electronic
Commerce bill

Harmonise
national, regional
and international
legal instruments
and treaties
on child online
protection;

Strengthen COP
compliance and
enforcement

Output Indicator
Baseline
Amended consumer 0
protection
guidelines

Baseline
Year
2018

Database in place

0

0

MTC

ZP
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Reporting of COP
offenders to law
enforcement
agencies

COP offenders
reports

No. of cases of COP
offenders reported
to law enforcement
agencies

2018

10

20

30

40

50

MOJ

Prosecution of COP COP offenders
offenders
prosecuted

% increase in cases
prosecuted

2018

10%

20%

30%

40%

50%

NPA

Ratification of the
Optional Protocol
on the Sale of
Children, Child
Pornography and
Child Prostitution
Review/
Strenghthen
legal procedures
to protect child
victims

Ratification of the
Optional Protocol
on the Sale of
Children, Child
Pornography and
Child Prostitution
Number of Revised
Legal Procedures

The Optional
0
Protocol on the Sale
of Children, Child
Pornography and
Child Prostitution
ratified
Child Protection
0
Victims procedures
established

2018

1

2018

1

1

Establish Fast
Track courts for
Children

Report on
establishment of
Fast Track Courts

Fast Track Courts
Established

2018

1

2

0

MTC

MOJ

2

2

MOJ

ZP, MoHA,
UNICEF, NPA,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
MoHA, ZP, MTC
UNICEF, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MoFA, ZICTA,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MTC, NPA,
MoHA, ZP,
UNICEF, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MTC, NPA,
MoHA, ZP,
UNICEF, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA,
Judiciary

COP Strategy Implementation
Plan – 2020 to 2024
Regional and International Cooperation
Annual Targets
Strategic
Objective
To establish
and strengthen
regional and
international
collaboration with
relevant agencies
on child online
protection.

Schedule of
Activities
International
Stakeholder
mapping

Strategies
Develop a
framework for
regional and
international
collaboration
on the
Establish Regional
implementation of and International
the COP strategy;
Agreements/MoUs

Output Indicator
Stakeholder profile
in place

Baseline
0

Baseline
Year
2018

% Agreements and
MOUs signed
No. of Regional
and International
Agreements/
MoUs ratified/
domesticated/
signed on COP

0

2018

1

2

2018

1

Participation
at regional and
international
events towards the
actualisation of
regional and global
COP commitments

Schedule of
annual regional
and international
meetings and
events

0

2018

1

Schedule of
annual regional
and international
meetings and
events on COP

2020 2021
1
0
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2023

Lead
2024 Institution
MTC

1

1

MTC

1

1

1

MTC

1

1

1

MTC

2022

Contributing
Stakeholders
ZICTA
MYSCD
MCDSS
MoHA
MFA
ZICTA
MYSCD
MCDSS
MoHA
MFA
MOJ
UNICEF
UNESCO
CPs
ZICTA
MYSCD
MCDSS
MoHA
MFA
CPs

COP Strategy Implementation
Plan – 2020 to 2024
Technical Measures
Annual Targets
Strategic
Objective
Formulate
technical
standards,
procedures,
guidelines and
solutions on COP

Baseline
0

Baseline
Year
2018

2020 2021
1
1

2022
1

2023
1

Lead
2024 Institution
1
ZICTA

0

2018

1

1

1

1

1

ZICTA

Number of controls/ 0
age/verification/
black lists/ online
safety and security
adopted

2018

1

1

1

1

ZICTA

% increase in
usage of technical
controls/

40%

2018

50%

60%

70%

80%

90%

ZICTA

Technical toolkits
ECN/S providers

0

2018

1

1

1

1

1

ZICTA

% of ECN/S provider
compliant to COP
technical standards

2018

10

10

15

20

25

ZICTA

Check ECN/S
providers
compliance to
COP technical
standards levels

% increase in
50%
compliance levels
by ECN/S providers
to COP technical
standards

2018

55%

60%

65%

70%

80%

ZICTA

Facilitate for
development of
practical tools to
minimize online
risks

Develop COP
innovative
solutions and
applications

No. of COP
innovative
solutions and
applications
developed

0

2018

1

2

2

2

2

ZICTA

Integrate
child rights
considerations
into all appropriate
corporate policies
and management
processes

Develop and
implement child
online safety
mechanisms for
ECN/S providers

% of ECN/S
compliant to child
online safety
mechanisms

0

2018

40%

50%

60%

70%

80%

ZICTA

Strategies
Adopt and
Domesticate
technical
standards,
procedures and
guidelines and
solutions on child
online safety

Develop Technical
compliance
toolkits

Schedule of
Activities
Adopt
cybersecurity
standards for
industry

Output Indicator
Cybersecurity
standards for
industry adopted

Adopt ISO
information
security standards
for industry

Number of
information
security standards
adopted

Adopt standards
for technical
controls/age
verification/block
lists/solutions on
online safety and
security
Produce technical
toolkits ECN/S
providers

Contributing
Stakeholders
ZCSA, MTC,
ICTAZ, MG,
MYSCD, SZI,
ECNS, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
MTC, ECNS,
ZCSA, MYSCD,
MG,
ICTAZ, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA,
ZABS
MTC, ECNS,
ZCSA, ICTAZ,
MoGE, MG,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZCSA, MTC
ECNS, MG,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZCSA, MTC,
ECNS, MG,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZCSA, MTC,
ECNS, MG,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZCSA, MTC
ECNS, MG,
MYSCD, ZAPD,
MoGE, MIBS,
MoJ, MoH,
MoHA, MoCTA
ZCSA, MTC,
ICTAZ, UNICEF,
MG,
MYSCD,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA,
BongoHive
ZCSA, MTC,
MG, MYSCD,
ZAPD, MoGE,
MIBS, MoJ,
MoH, MoHA,
MoCTA
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Republic of Zambia

Ministry of Transport
and Communications

www.mtc.gov.zm

